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ABSTRACT

At a time when digital technology dominates, the union of cyber security risks and health
care system vulnerabilities has become a major global concern. Cyber-attacks have been
affecting healthcare centres across the continents, from hacking into databases to highly
organized ransom ware infiltration attempts, revealing weaknesses within virtual systems and
corrupting patients’ confidential information. In this light, India’s healthcare industry
becomes a centre stage in grappling with surging cyber menaces that undermine not just
privacy of medical records but also essential health services. Stepped up adoption of
electronic health records (EHRS), telemedicine platforms and networked medical devices has
increased the vulnerability of the Indian healthcare system against cyber threats necessitating
robust data security measures.

The research paper, "Vulnerabilities in the System: Unravelling the Root Causes of
Cyberattacks on Indian Healthcare," delves into the multifaceted nature of cyber threats
plaguing the Indian healthcare sector. The study identifies the types and underlying causes of
these cyberattacks, emphasizing the critical need for enhanced cybersecurity measures. As
healthcare systems increasingly rely on advanced technologies such as artificial intelligence
(Al), the complexity of data security challenges also escalates. This abstract encapsulates the
discussion on the necessity for Al regulation, adoption of global cybersecurity best practices,
and implementation of prevention techniques, ultimately aiming to fortify the healthcare
sector's defences against cyber threats.

The research underscores the importance of network segmentation to mitigate the impact of
cyberattacks. The lack of proper segmentation in healthcare institutions can lead to a "domino
effect,” where compromising one part of the network jeopardizes the entire system. The study
cites the 2023 AIIMS attack as a case where inadequate network segmentation exacerbated
the consequences of the breach. Proper segmentation involves creating sub-networks with
distinct security controls to limit the lateral movement of attackers.

In the midst of this background, this research intends to carry out an all-inclusive exploration
on cyber threats facing Indian healthcare and their relation with data protection gaps. Based
on reviewing scientific research articles, reports by various news media outlets, as well as
statistical evidence about cyber-crimes; the study is aimed at clarifying complicated relations
underlying attacks by hackers targeting health institutions in India. It is aimed at finding out
the root causes of this upsurge in cyber incidents, its impact on the security of patient data
and functioning of health care systems and finally recommends measures for making the
Indian health care system more resilient to new forms of cyber perils. This study aims at
unravelling the multifaceted challenges that come with cyber threats as well as advocating for
proactive cybersecurity measures in order to protect the integrity and access to healthcare
services in India during this age where everything is done digitally.
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SECTION 1




Introduction

The digital revolution has transformed healthcare delivery, but with increased reliance on
technology comes a new set of vulnerabilities: cyber-attacks. Cyberattacks are any malicious
activities carried out through digital channels against computer systems, networks or data.
Some forms these attacks may take include but are not limited to malware infections;
phishing scams; ransomware; denial-of-service (DoS) attacks among others. Conversely,
cyber security entails protecting such digital assets from being harmed by these types of ill-
intended acts. The world we live in today is more than ever connected digitally hence many
countries suffer greatly when there is an increase in the number and variety of cyber-attacks

launched against individuals as well as organizations within them.

For this reason alone, do we need stronger safeguards against cyber threats globally? A
priority now should be safeguarding sensitive material alongside critical infrastructure for
economies worldwide given that attackers might use weaknesses they find while trying to
gain money, gather information or disrupt activities. Nowadays, so much more gets done
online than it used to be and so the internet has become a prime hunting ground for criminals

looking to make quick dishonest money for themselves at other people’s expense.

More often than not they will go after financial institutions like banks where there is large
amounts of cash flow happening daily but recently even health care providers have turned
into targets because their systems store personal records about patients which could then
easily be sold on dark web markets or used by identity thieves who want insurance policies
under someone else’s name. This can all cause great harm as lives depend on having accurate
histories available during treatment; however, if this information falls into wrong hands, then

those affected might never get proper medical attention again due lack thereof.
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The suggested article's workflow is shown in Figure 1.1. We give an overview of
cyberattacks in Section 1 along with information on their types, purposes, problems in the
healthcare system, and some initiatives the Indian government has taken in this area. Section
2 presents an overview of the study's purpose and justification. The literature review and
technique considerations are introduced in Section 3. A summary of the study's analysed
portion is provided in Section 4 along with pertinent tables and figures based on the data
gathered. Section 5 addresses the underlying reasons for the various kinds of cyberattacks. A

real-world case study is presented in Section 6, and the last section serves as the study's

conclusion.
.............................. .Resulhs
. . S « « Analysisof « . g |- .
. Introduction .| |- g -k o | a |- .
i e Reviewof . [cyberattacks; [CASESTUDY® - ., .., :
Purpose, - :Why does this « - literature 7| = ﬁndin_gs in s | :
: KeyFacts, . research o 2 — U3 A = AIMS CYBER *—»Ruling out the:
Typesof .| . matters? - - .| [ healtheareinll |©aryacK2023 . |- root causes :
- cyber-attacks, = | & | *|  comparison :| . % |* behind these *
* Initiatives by . |2 . Methodology :|  with other . el
- government * = Opjectives ° . considerations.| . c.ctors and - i c
. ‘N Globally
Section 1 Section 2 Section 3 Section 4 Section 5 Section 6  Section 7

Figure 1.1: Workflow of the study

Cyberattacks and privacy issues

India's healthcare sector is undergoing rapid digitization, with initiatives like e-Hospital and
telemedicine gaining traction. Modernization and cybersecurity are two challenges the
healthcare industry faces in India. Telemedicine, electronic health records (EHRs), and health
information systems have the potential to improve patient outcomes as well as operational

efficiency but this also opens doors for attacks from cyberspace because of weaknesses that

18




come with them. This means that there should be good cyber security measures put in place

so that patients’ sensitive data is protected while ensuring continuity and reliability of health

care services.

Types of Cyber-Attacks

Over the past few years, India has experienced a number of cyberattacks. Data breaches,

malware assaults, phishing attempts, ransomware attacks, distributed denial-of-service

(DDoS) attacks, insider attacks, etc. are a few of them. Table 1 below describes the various

kinds of cyberattacks and includes an actual instance from India as an example.

-thaecf(f Description Example (real life) Link
Unauthorized access compromises | On October 31, 2023, in | https://www.financialexpr
sensitive information, such as a massive data breach, | ess.com/healthcare/news-
Data personal or financial data, through | information of over 81.5| healthcare/questions-
Breaches | exploitation of vulnerabilities in crore Indians with the abound-but-icmr-still-
systems or networks, leading to | ICMR were sold on the silent-on-the-data-
potential misuse or exposure. dark web. leak/3293107/
In August 2018, a
Malicious software infiltrates malware attack on the | https://icssindia.in/blog/he
Malware |systems to disrupt, damage, or gain | Apollo Hospitals Group | althcare-sector-is-the-
Attacks | unauthorized access to data, often |impacted patient data and| biggest-target-for-cyber-
through viruses, worms, or trojans. | caused disruptions to the attacks/
group’s services.
In February 2019, the
Deceptive emails or messages trick Indian Hsa:]th M|n|st1y https://icssindia.in/blog/he
Phishing users into revealing sensitive reported tnat severa althcare-sector-is-the-
: : . . government health .
Attacks | information or installing malware N biggest-target-for-cyber-
by posing as trustworthy entities organizations h?‘d t_)een attacks/
' targeted by phishing B
emails.
Distributed Distributed Denial of Service In December 2018, a https://icssindia.in/blog/he
Denial-of- | floods a network or server with DDosS attack on the . —

: . S . . . . althcare-sector-is-the-
Service | traffic, rendering it inaccessible to | Medical Council of India bigaest-target-for-cyber-
(DDo0S) | legitimate users by overwhelming | (MCI) caused disruption attacks/

Attacks its capacity. to the MCT’s services. EE—
Malicious software encrypts files or| Five servers of the All | https://thewire.in/governm
Ransomwa | systems, demanding payment for |India Institute of Medical ent/aiims-servers-
re Attacks decryption, often exploiting Sciences (AIIMS) had | cyberattack-ransomware-

vulnerabilities or social engineering

been hacked by

rajya-sabha
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to infiltrate and hold data hostage
for financial gain.

ransomware. An
estimated 1.3 terabytes of
data were encrypted. The
hackers had made it
impossible for AIIMS to
access its own data.

Insider
Attacks

Trusted individuals exploit their
access privileges to sabotage, steal,
or manipulate data or systems,
posing significant threats due to

In January 2018, an
insider attack on the
Employees’ State
Insurance Corporation

https://icssindia.in/blog/he
althcare-sector-is-the-
biggest-target-for-cyber-

their intimate knowledge of
organizational infrastructure and
potential for undetected activity.

(ESIC) resulted in the attacks/

theft of patient data.

Table 1.1: Types of cyber-attacks with real life cases from India

Worldwide, patient privacy is the most important issue and jurisdiction, and all nations have
agreed that protecting people's privacy must be done so at any cost. Humans have the
fundamental right to privacy. Privacy policies are rigorously prioritized in several nations,
mainly in the USA and Europe. Well-known legislation like GDPR and HIPAA provide
individuals confidence in their privacy issues and support them in establishing trust.
Significant amounts of unstructured healthcare data are also available in India. Furthermore,
due to the problems around data transformation and storage, this may result in privacy

violations.

Privacy is not regarded as a critical issue in India. India’s distinct healthcare privacy
challenges are brought on by infrastructure, politics, culture, and budgetary constraints in
addition to a general sense of complacency, etc. Owing to these reasons, data security must

take a backseat in order to facilitate quick access to private information (1).
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Figure 1.2: Privacy Issues in Indian Healthcare System (1)

Cyberattacks in Healthcare since the Onset of COVID-19 in India

The cyber security challenges in Indian health care were worsened by the COVID-19
pandemic. The criminal hackers found a gold mine with an increased focus on telemedicine
and booking appointments online. Reports indicated that phishing scams aimed at vulnerable
patients looking for COVID-19 information or test results had surfaced. This added to the
fact that institutions conducting vaccine research were also targeted by these malicious
actors. Healthcare providers were under great pressure during this time which might have
resulted in relaxation of security protocols thereby increasing the attack surface even more.
This period brought out clearly the need for strong cyber defence measures within the health

sector.

In India, at the start of COVID-19 pandemic, there was a rush among organizations to adopt

digital solutions for managing patient care and administrative processes remotely because of
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which it has further intensified the cyber security risks associated with the healthcare
industry. Although this fast transformation is crucial in ensuring continuity of services during
emergencies but it has also exposed different weaknesses within our systems making them
open to cyber-attacks as such systems are easily infiltrated by criminals who take advantage
when they find any gap in such defences which were meant only for protecting against

normal threats but not those posed by advanced persistent threats (APTS).

This study investigates several cybersecurity concerns, issues, and difficulties that arose since
the COVID-19 outbreak. Nonetheless, several categories of cybersecurity issues were
recognized, which were prevalent amid the COVID-19 outbreak (5). The most prevalent
cyberattack kinds were found to be ten in number: Malware, phishing, ransomware,
distributed denial-of-service (DDoS), malicious domains, botnet attacks, hacking, spam

emails, malicious messages, and APT.

Hacking Malware

Spam Emails Phishing
Types of Cyber-
Botnet Attacks attacks at the Ransomware
wake of covid-19
Distributed
Malicious Domain Denial-of-
Service (DDoS)
Advanced -
5 Malicious
Persistent Messaging

Threats (APTSs)

Figure 1.3: Types of cyber-attacks at the wake of covid-19 (5)
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Initiative taken by GOI for cyber security

To respond to increasing threats against its cyber space, the Indian Government has taken

steps aimed at making national infrastructure resilient enough before any risks can manifest

themselves into realities.

Table 2 explains a few initiatives taken by the Government of India in the context of

maintaining cyber security in our country, such as, IT Act 2000, establishment of CERT-In

team, National Cyber Security Strategy, etc.

Legislation/Policy

Description

Applicability to Healthcare

Information
Technology Act,
2000 (IT Act)

The primary law governing
cybercrime and electronic
commerce in India. Defines cyber
offenses like hacking, data theft,
and prescribes penalties.

Yes. The IT Act applies to all
forms of electronic transactions,
including those in healthcare.
Provisions like data security and
privacy are particularly relevant.

National Cyber
Security Strategy
(2013)

A high-level document outlining
the government's vision for a secure
cyberspace in India.

Yes. The strategy emphasizes
protecting critical infrastructure,
which includes healthcare.

CERT-In (Indian
Computer
Emergency

Response Team)

A government body under the
Ministry of Electronics and
Information Technology (MeitY).
It is responsible for handling cyber
security threats and vulnerabilities.

Yes. CERT-In plays a crucial role
in responding to cyber incidents in
healthcare institutions. It issues
advisories and coordinates with
healthcare providers during attacks.

DISHA (Digital

in Healthcare Act)

Information Security

Not enacted yet. A proposed
legislation that aims to specifically
address cyber security in the
healthcare sector.

Yes. If enacted, DISHA would
establish a robust framework for
data security and privacy in
healthcare institutions.

National
Cybersecurity
Response

Framework (NCRF)

A framework under development to
provide a standardized approach for
critical infrastructure sectors,
including healthcare, to respond to

cyber incidents.

Yes. NCRF will provide healthcare

institutions with guidelines for

incident response, recovery, and
mitigation strategies.

Table 1.2: Initiative taken by GOI for cyber security
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It is important for us not only to know but also appreciate that the sophistication levels plus
size complexities surrounding threats posed by hackers keep changing daily hence we must
remain ever vigilant by adopting appropriate countermeasures lest our institutions
compromise their own credibility through breaches arising out of lack thereof. While these
steps taken are laudable there need be more done if they are to succeed fully; such an
approach calls necessarily upon investing heavily into secure foundations besides creating
awareness among staff members within hospitals on how best deal with such issues whenever
they arise even as we engage experts who can assist us overcome this challenge together as a
nation. Only through a multi-pronged strategy can India's healthcare sector embrace the

digital future while safeguarding the privacy and security of its patients.
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RATIONALE

The healthcare industry in India is experiencing a rapid digital shift where patient information
is increasingly stored and transmitted electronically. There are several advantages to doing
this such as efficiency improvements and care accessibility enhancements, but also a number
of new cybersecurity problems that come with it. Institutions handling sensitive data have

become major targets for cyberattacks.

The purpose of this research project is to examine the weaknesses in the Indian healthcare
information systems and identify the underlying reasons why this industry is the target of
cyberattacks. We might improve cyber security in Indian healthcare and safeguard patient
data by creating efficient mitigation solutions by comprehending these vulnerabilities and

their underlying causes.

Why Does This Research Matters?

e Increasing Cyber Attacks: The risk of falling victim to cyber-attacks keeps growing in
Indian healthcare systems. Over the years there has been an exponential increase in
the number of cyber-attacks against health facilities within India thus there’s need to
find out what are some common grounds or factors leading up-to these incidents so as

to prevent future recurrence.

e Vulnerable Data: These attacks compromise private patient records. Healthcare data
contains personal details together with medical history thus any breach may result into

identity theft which in turn leads to financial loss not only for individuals but also
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hospitals involved since they’ll be held liable under law enforcement agencies for

their negligence towards safeguarding other people’s lives.

Disrupted Patient Care: Cyberattacks can disrupt access to patient data and medical

records, potentially delaying critical care and impacting patient outcomes.

Reputational Damage: Successful cyberattacks can damage the reputation of
healthcare institutions, eroding patient trust and impacting their ability to deliver

quality care.
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OBJECTIVES OF THE STUDY

1. To analyze the recent trends and patterns of cyberattacks on Indian healthcare
institutions from previously published literature.

2. To identify the vulnerabilities within Indian healthcare systems that render them
susceptible to cyber threats as per literature available.

3. To suggest effective countermeasures on effective weak points in the Indian
Healthcare system as published by GOI.
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Review of Literature

A study emphasizes the critical role of cybersecurity education for healthcare
professionals. Their study, conducted in the UK, underscores the need for national
educators, global organizations, and policymakers to integrate comprehensive
cybersecurity training into healthcare education. This approach aims to mitigate the
permanent and substantial threat posed by cyber-attacks to health systems by enhancing
the cybersecurity awareness and skills of healthcare practitioners.(64)

A detailed study provides analysis of various types of data breaches in healthcare
organizations. Conducted in the USA, the study reveals the nature of healthcare data
breaches, examining their impact on data confidentiality, security, and cost-effectiveness.
The authors also explore forecasting methods for predicting data breaches, highlighting
the importance of proactive measures to safeguard healthcare data.(14)

This study represents a comprehensive survey on the evolution, concerns, and security
challenges of the Internet of Things (1oT) in healthcare. Based in India, their research
outlines various types of attacks and abnormalities associated with 10T devices and offers
insights into identifying and mitigating these threats. The study highlights the significance
of robust security measures for 10T systems to prevent cyber-attacks in healthcare.(16)
The study focuses on the architecture and security challenges of the Internet of Medical
Vehicles (IloMV). The research, set in India, discusses the system concept of loMV and
identifies key cybersecurity risks. It suggests that addressing these challenges is crucial
for securing the rapidly advancing field of connected medical vehicles and ensuring safe
and reliable healthcare delivery.(11)

Sathish Kumar Chintala (2022) examines data privacy and security challenges in Al-
driven healthcare systems in India. The study explores governmental regulations, such as

the National Medical Commission Act and Telemedicine Practice Guidelines, addressing

30



https://www.ncbi.nlm.nih.gov/pmc/articles/PMC9210086/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7349636/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7962037/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC10575081/

legal issues related to health data. It emphasizes the need for stringent cybersecurity
measures to protect sensitive health information in the context of Al technologies.(13)
The COVID-19 pandemic significantly altered the landscape of cybersecurity in the
Indian healthcare sector. According to a study by Express Healthcare (2023), the
pandemic led to a notable increase in cyber-attacks. This study analyses how the surge in
remote healthcare services and telemedicine during the pandemic heightened
vulnerabilities and necessitated enhanced cybersecurity measures.(65)

A subsequent study outlines various strategies for securing cybersecurity in healthcare,
including implementing information security governance, enforcing hygiene, and
adopting multi-factor authentication. These strategies aim to address new and emerging
threat surfaces, emphasizing proactive measures to manage detection and response to
cyber threats.(19)

This study explores the use of Cyber-Physical Systems (CPS) and Al strategies for
detecting cyber-attacks in healthcare. The study discusses how Al algorithms can predict
cyber-attack patterns and aid in decision-making for medical professionals. By leveraging
Smart Healthcare Cyber-Physical Systems (SHCPS), healthcare organizations can
enhance their capability to identify and respond to cyber threats.(10)

Research provides a comparative study on privacy and security concerns in Electronic
Health Records (EHR) between India and the USA. Their research highlights gaps in
India's current regulations and suggests reforms to address these challenges. The study
offers valuable insights into improving EHR security and privacy, crucial for protecting
patient data in both countries.(1)

By conducting a SWOT analysis to address data security and privacy issues in the

healthcare sector, this study identifies strengths, weaknesses, opportunities, and threats
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related to healthcare data security, offering strategic recommendations for overcoming
cybersecurity challenges and enhancing data protection.(21)

This study examines contemporary cybersecurity trends in health information systems.
The research highlights prevalent cyber threats, such as ransomware and denial-of-service
attacks, and discusses their applicability to health information systems. The study
underscores the need for ongoing vigilance and adaptation to evolving cyber threats.(4)

A survey for the cybersecurity issues that emerged during the global COVID-19 crisis has
been conducted. The study identifies the most common forms of cyber-attacks during the
pandemic and examines their catastrophic outcomes. This analysis helps in understanding
the vulnerabilities exposed by the pandemic and the measures needed to mitigate future
risks.(8)

A systematic study on the quantitative examination of cybercrime during the COVID-19
pandemic was done in India. The study investigates the social impact of cybercrime and
outlines effective countermeasures to mitigate these challenges. Their findings reveal a
significant increase in cyberattacks, including phishing and ransomware, during the
pandemic, attributing this rise to the rapid digital transformation and increased reliance on
online platforms for healthcare services.(7)

By a comparative analysis, the study explores privacy and security concerns related to
Electronic Health Records (EHR) in India and the USA. This study identifies gaps in
India’s current and proposed regulations and contrasts them with the regulatory landscape
in the USA. The authors emphasize the need for comprehensive policy reforms to
enhance the security and privacy of EHR systems in India, highlighting critical areas such
as data encryption, access controls, and compliance with international standards.(20)
Using a SWOT analysis to examine the challenges of data security and privacy in the

healthcare sector globally. Their study identifies strengths, weaknesses, opportunities, and
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threats related to healthcare data security. They offer strategic recommendations, such as
adopting advanced encryption technologies, implementing stringent access control
measures, and promoting cybersecurity awareness among healthcare professionals.(3)
This study focuses on contemporary cybersecurity trends in health information systems.
This global study highlights prevalent cyber threats, including ransomware and denial-of-
service attacks, and discusses their implications for health information systems. The
authors advocate for continuous adaptation to evolving cyber threats, emphasizing the
need for robust cybersecurity frameworks and regular security assessments.(12)

A study presents a survey of cybersecurity issues that emerged during the global COVID-
19 crisis. The study identifies fifteen prevalent forms of cyberattacks, including phishing,
malware, and denial-of-service attacks. The authors analyse the catastrophic outcomes of
these attacks and suggest measures for improving organizational cybersecurity resilience,
such as enhancing incident response capabilities and implementing multi-layered security

strategies.(5)
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METHODOLOGY

The study design would be a descriptive secondary research and analysis. The aim is to
comprehensively understand the trends, vulnerabilities, and root causes of cyberattacks on the

Indian healthcare sector over the specified timeframe.

Research Question

What are the root causes of the increasing cyberattacking on the Indian Healthcare sector,

especially since the covid-19 outbreak?

Research Design

The study will involve a comprehensive literature review and analysis. This involves
gathering, synthesizing, and critically evaluating existing scholarly articles, news articles,

statistical reports, and annual reports from authoritative sources like CERT-In.

Data Type: Literature-based Secondary data

e Scholarly articles from PubMed and Google Scholar (17 articles were studied in detail
after applying inclusion and exclusion criteria that has been mentioned below).

o News articles from reputable sources covering cyberattacks on Indian healthcare
(approx. 20).

o Statistical reports on cybercrime in India from credible sources (approx. 25).

e CERT-In annual reports detailing cyber incidents and vulnerabilities in various

sectors including health care.
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Study Area
The study focuses on cyber-attacks on the health care sector in India including incidents,

vulnerabilities and preventive measures within this domain.

Study duration

March 2024 - May 2024

Data Collection Methods

o Literature Search: Secondary research and retrieval of scholarly articles from PubMed
and Google Scholar using relevant keywords and search strings (17 articles were
studied in detailed manner).

o News Aggregation: Collection of news articles from reputable sources reporting on
cyberattacks targeting Indian healthcare institutions.

« Statistical Reports: Retrieval of statistical reports on cybercrime in India from
authoritative sources such as Statista, financial express, etc.

e CERT-In annual reports: Retrieval of reports published by CERT-In, which tells us
about how many cyber cases were handled by Indian Computer Emergency Response

Team (CERT-In) and Ministry of Electronics & Information Technology (MeitY).

Keywords: Cyberattacks, healthcare, India, cybersecurity, vulnerabilities, data breaches,
patient privacy, preventive measures, root causes, statistical reports, CERT-In, systematic

review, ransomware, phishing, malware attacks, etc.
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Data Analysis
This type of analysis has been categorized into three:

o Thematic analysis: identifying trends, patterns and recurring themes from the
literature collection.

o Comparative analysis: comparing findings or results by different sources in terms of
the evolution of cyber threats, vulnerabilities and mitigation strategies for Indian
healthcare.

e Synthesis: integrating findings so as to provide a relation on how key challenges in

the cyber threat landscape in the Indian healthcare sector can be addressed.

Study Population

Inclusion Criteria:

These are cybersecurity articles which address cyber-attacks against the Indian health care
department either by scholarly articles, news articles or reports.

Some statistical reports and annual reports from reputable sources like government agencies

including cybersecurity organizations.

Exclusion Criteria:

In this case, we were interested only in studies associated with cyber-attacks on Indian health
care system.

Such materials as reports or articles that do not have credibility concerning the study topic

were ignored.
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RESULT(Findings)

The comprehensive analysis conducted on the vulnerabilities within the Indian healthcare
system has pinpointed a critical root cause: improper network segmentation as discussed
further in the study. These finding aligns with global trends, indicating that inadequate
network segmentation is a pervasive issue contributing significantly to cybersecurity breaches

in healthcare systems worldwide.

In addition, it is important that government agencies, healthcare providers and cyber-security
experts work together to formulate and enforce strict rules, regulations and instructions that
are meant to address challenges specific to this sector. Through promoting a culture of
awareness on cyber security resilience in the country as well as across the globe, India stands
a better chance of reducing the dangers associated with poor network segregation while

protecting patient information systems and overall safety against online hackers.

4.A Thematic Analysis
This part contains thematic analysis that pulls trends, patterns and repeating thoughts from
collected previously published literature on cyber security in Indian health care system by

showcasing the trends since the covid-19 outbreak in the country.

4.1 Cybersecurity Trend in India and Globally

179 million Indian Rupees!

That’s the average cost of data breach in India 2023(26). A record high for the report and an
almost 28% rise from 2020. Costs associated with detection and escalation increased by 45%
during this same period, accounting for the largest share of breach expenses and suggesting a

move toward more intricate breach investigations.
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The below table 4.1 represents the percentage of the cyber-attacks happening in different
countries. It has been clearly represented that India has become one of the most targeted
countries worldwide, accounting for 13.7% of all cyberattacks. With 9.6% of all attacks, the
United States is the second most attacked nation. China and Indonesia come next, accounting

for 4.5% and 9.3% of all attacks, respectively.

Country |Portion of cyber attacks
Other 62.90%
India 13.70%
us 9.60%
Indonesia 9.30%
China 4.50%

Table 4.1: Percentage of cyberattacks across different countries (43)

According to the 2023 India Threat Landscape Report by Singapore-based cybersecurity
company Cyfirma, targeted cyberattacks on government institutions increased by 460%
during this time, while those against startups and small and medium-sized organizations

(SMEs) increased by 508%. (43)

The information shown in the table was taken from the Cyfirmia report and has been shown
graphically in Figure 4.1 for better understanding. Data breaches continue to occur despite
improvements in digital infrastructure, presenting serious risks to public and private
institutions alike. It is an enormous effort to protect the data of millions of people and

consumers. (33)
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Portion of most targeted Countries for cyber attacks
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Figure 4.1: Portion of the most targeted countries for cyber-attacks (33)

As India moves forward with its ambitions to digitize all areas of the economy, a widespread
cyberattack outbreak has cost businesses a significant amount of money. Because of the
complexity of cyberthreats and the growing financial consequences of data breaches,

cybersecurity has become a top priority for board members(27).

4.2 Global Trends: Cyber Attacks Targeting Healthcare Sectors Worldwide
According to a Sophos report shared exclusively with ET, about 60% of healthcare
businesses worldwide experienced a cyberattack in the previous 12 months, making the

healthcare industry a prime target for hackers. (30)

Of these, in around 75% of ransomware operations, thieves were successful in encrypting
data. According to the UK-based cybersecurity company, this is a considerable increase from
the 61% of data encryptions carried out last year and the greatest percentage of encryption in

the previous three years. (30)
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Industries Share of cyber-attacks
Manufacturing 25.70%
Finance and insurance 18.20%
Professional, business, and consumer services 15.40%
Energy 11.10%
Retail and wholesale 10.70%
Healthcare 6.20%
Government 4.30%
Transportation 4.30%
Education 2.80%
Media and telecom 1.20%

Table 4.2: Share of cyberattacks across different industries globally (30)

Table 4.2 represents the share of cyber-attacks across various industries such as,

Manufacturing, finance, Customer services, healthcare, retail, transportation, etc. globally in

2023.

It can be clearly seen in figure 4.2, the healthcare industry is the sixth most vulnerable to

cyberattacks worldwide, accounting for 6.20% of all cyberattacks in 2023. This industry is

growing increasingly vulnerable to these attacks. (30)

According to the Sophos report, recovery times for healthcare organizations have increased,

with 47% of them recovering in less than a week as opposed to 54% the previous year. (44)
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Figure 4.2: Distribution of cyber-attacks across worldwide 2023(30)

4.B Comparative Analysis

In this section we compare different sources on cyber threats, vulnerabilities and mitigation
strategies in Indian healthcare sector. This involves bringing together different points of view
and using contrasting data sets such as CERT-In (Indian Computer Emergency Response
Team) to show years’ evolution of the hackers’ attacks, identify common vulnerabilities like
wrong classification of networks and contrasting effectiveness various measures aimed at

protection against new types of threats.

4.3 Cyber Threat Landscape in India: Insights from CERT-In Data

CERT-In (Indian Computer Emergency Response Team)

The Ministry of Electronics and Information Technology, Government of India, operates
CERT-In, a functional organization whose goal is to secure Indian cyberspace. In addition to
providing security quality management services, CERT-In offers incident prevention and

response services.
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cyber threats and vulnerabilities

CERT-In Data|Total Incidents|Security alerts|Advisories|Vulnerability Notes
2019 394499 204 38 202
2020 1158208 496 93 450
2021 1402809 618 52 390
2022 1391457 653 38 488

Table 4.31: CERT-In data on total number of cyber incidents 2019-2022 (42)

The data in tale 4.3, is collected from the CERT-In annual reports published on their official
website. This table represents the total number of cyber incidents that happened during the
course of the year 2019-2022, along with the incidents of security alerts, advisories, and
vulnerability notes.

Total Incidents as per CERT-In Data

Total Incidents

1500000

1000000

500000

2019 2020 2021 2022

Year

Figure 4.31: Total incidents as per CERT-IN Data (42)

Figure 4.3 makes it evident that the year 2021—shortly after the covid pandemic reached

India—saw the highest number of cyber events. (42)

During the pandemic, telemedicine ended up being the only way to get medical attention.

Hackers now have an easier time obtaining the necessary data from individual patients

because of the treatment. Investigations by law enforcement agencies have shown that most

attackers were fairly accurate in estimating the maximum ransom they could seek from the

companies they attacked. Thus, according to the FBI Internet Crime Complaint Center,
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consumer victims reported total losses from cybercrime of $4.2 billion in 2020, up 69 percent

from 2019. (5)

Cyber threats and Vulnerabilities

B Security alerts [l Advisories Vulnerability Notes

800

18 653
600 496
400
204
200
I 38 52 38
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2019 2020 2021

CERT-In Data

2022

Figure 4.32: Number of cyber threats and vulnerabilities during 2019-2022 (42)

Figure 4.32 sheds light on the number of cyber threats and vulnerabilities happened during

2019-2022, along with specifying the number of security alerts issued, advisories published

and vulnerability notes published as reported by CERT-In.

Security Incidents 2019 | 2020 2021 2022
Phishing 472 280 523 1714
Unauthorized Network Scaqnlng/Problng 305276|1028881|1160333] 1200512
/Vulnerable Services
Virus/ Malicious Code 62163 | 99986 | 209110 | 161757
Website Defacements 24351 | 25969 | 27408 | 19793
Website Intrusion & Malware Propagation| 417 152 1489 2164
Others 1820 | 2940 | 3946 5517

Table 4.32: Summary of various types of incidents handled 2019-2022 (42)
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Security Incidents

Percentage of Incidents

Phishing 0.1%
Unauthorized Network Scanning/Probing
. 85%
/Vulnerable Services
Virus/ Malicious Code 12.3%
Website Defacements 2.2%
Website Intrusion & Malware Propagation 0.1%
Others 0.3%

Table 4.33: Percentage of total security incidents published by CERT-In (42)

Table 4.32 shows the summary of security incidents reported by CERT-In during 2019-2022

such as phishing. Unauthorized network scanning, malicious code, website defacements, etc.

Whereas table 4.33 represents the average percentage for these incidents during 2019-2022.

Figure 4.33 makes it evident that, out of all the incidents that occurred between 2019 and
2022, the most common ones involved unauthorized network scanning, probing, and

vulnerable services. These incidents accounted for 85% of all incidents. It may be observed

that the majority of mishaps occur as a result of inadequate network security.

Proportion of Incidents registered by CERT-In 2019-2022

@ Unauthorized Network
Scanning/Probing
Nulnerable Services

@ Virus/ Malicious Code

Website Defacements

Figure 4.33: Proportion of Incidents registered by CERT-In (42)

45



https://www.cert-in.org.in/s2cMainServlet?pageid=PUBANULREPRT
https://www.cert-in.org.in/s2cMainServlet?pageid=PUBANULREPRT

4.4 Sector-Specific Analysis: Comparing Cyber Attacks Across Industries in India
India, home to the second-highest number of internet users globally, was not an anomaly to
the expanding digital community. Increased internet connectivity offers significant
advancements, but it also exposes our digital societies to new threats. Cybercrimes are
transnational in nature and have developed in step with new technological advancements

(59).

Securing online systems is becoming essential as India progresses with its healthcare

digitization. In the previous year, over 60% of Indian healthcare businesses experienced

cyberattacks(27).

Sector-wise proportion of cyber-incidents 2021-2022

10.8% 14.3%

IT & BPO(Business Process Outsourcing @ Manufacturing Healthcare @ Education
Retail @ Government Agencies @ Banking & Finance @ Automobiles @ Airlines
Miscellaneous

Figure 4 4. Sector wise proportion of cyber incidents 2021-2022

Cyfirma discovered that (table 4.4), in India, 14.3% of cyberattacks targeted service
providers, such as IT and BPO. Manufacturing came next, at 11.6%, and healthcare and

education came next, at about 10% apiece. Government agencies experienced 9.6% of
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attacks, while retail, including online platforms, saw 9.8%. Airlines, cars, and banking and

financial services organizations saw 9.5%, 8.3%, and 6.1% of attacks, respectively. (43)

Name of Sector

Number of cyber incidents in 2021-2022

Number of incidents

Percentage (%)

IT & BPO(Business Process Outsourcing 399580.038 14.3
Manufacturing 324134.856 11.6

Healthcare 279426.6 10

Education 279426.6 10

Retail 273838.068 9.8

Government Agencies 268249.536 9.6

Banking & Finance 265455.27 9.5
Automobiles 231924.078 8.3

Airlines 170450.226 6.1
Miscellaneous 301780.728 10.8

Table 4.4: Number of cyber incidents in India sector wise

Table 4.4 makes it evident how many cyber incidents occurred in a variety of industries,

including retail, healthcare, 1T, and so on. (42) Additionally, Figure 4.4 makes it apparent that

the healthcare industry in India ranks third most vulnerable to cyberattacks.

According to the Healthcare Cybersecurity Statistics provided, the number of healthcare data

fraud cases has increased by almost 400%. Roughly 25% of healthcare workers lack

sufficient cybersecurity training, which accounts for 90% of hacks using email phishing. Less
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than half of the workforce is incompetent in keeping the sensitive data of the company secure
and ineffective in balancing the security budget because they are ignorant of the security

measures that have been implemented in their company(14).

4.C: Synthesis

This section talks about the combined findings and how key challenges facing India’s health
sector can be addressed. It links weaknesses, attack profiles and current countermeasures into
a holistic framework for designing effective cybersecurity protocols specific to the unique

needs/requirements of health care in India.

4.5 Weak points in Indian Healthcare system with respect to cybersecurity as per NDHM

Blueprint

The Government of India (GOI) and the National Digital Health Mission (NDHM) Blueprint
have identified several weak points in the Indian healthcare system's cybersecurity
posture(66). This section proposes targeted countermeasures to address these vulnerabilities

and strengthen cyber defenses.

Weak points
* Qutdated IT Infrastructure
* Improper Network Segmentation
* Limited Awareness and Training
» Weak Cybersecurity Culture

* Inadequate Legal Framework
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Figure 4.5: Root cause analysis for Indian Healthcare system with respect to Cybercrimes
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4.6 Cybersecurity Incidents in Focus: Patterns of Attacks within the Healthcare

Industry

Cyberattacks on vital healthcare facilities highlight the harm that inadequate security

measures may do to people’s lives. Vulnerabilities can be used to terrible effect, especially in

industries like energy, banking, electric vehicles, and government databases.
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Figure 4.6: Distribution if cyber-attacks in healthcare industry by type
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One of the industry’s most susceptible to cybercrime is the healthcare sector. The companies
in this industry saw a range of cyberattacks, with network and application anomalies
accounting for about 63% of the total.(23) Targeting 22% of the firms under examination,

malware emerged as the second most prevalent form of attack vector (Figure 4.7).

It is incredibly easy to move laterally within a network without network segmentation. By
dividing the network, network segmentation stops this lateral movement and, consequently,
access to sensitive data. That essentially set up several security perimeters within the

network, as opposed to one security perimeter surrounding the entire network.(61)

4.7 Regulatory Framework: Government Mandates for Cybersecurity Compliance in
India

Governments around the world, particularly in industrialized nations, have passed legislation
to reduce the threat of data breaches, particularly in the healthcare industry. The Health
Insurance Portability and Accountability Act (HIPAA) of 1996 states that improper handling
or violation of a patient's right to privacy in the United States is punishable by law. Similar to
this, Australia's Information Privacy Act was implemented in 2009 to prevent the disclosure
of private information. While New Zealand's Health Information Privacy Code has been in
effect since 1994, Canada's Personal Health Information Protection Act went into effect in

2004. (21)

The Digital Information Security in Healthcare Act (DISHA) was created in India in 2019

with the goal of establishing security and privacy safeguards for electronic health data as well

as governing its interchange and storage. (21)
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Country Law Description Year
Federal Information Requires federal agencies to develop and
Security Management |maintain a comprehensive information security|2002
) Act (FISMA) program.
United
States Health Insurance
Portability and Protects sensitive patient data in the healthcare 1996
Accountability Act industry.
(HIPAA)
Information Technology | Defines cybercrimes and prescribes penalties. 2000
Act (IT Act) May need revisions for the healthcare sector.
Digital Information Proposed legislation specifically addressing
India Security in Healthcare | cyber security in the healthcare sector (not yet | -
Act (DISHA) enacted).
Personal Data Protection Upcoming legislation regulating the_ coIIec_tlon,
. : storage, and use of personal data, including -
Bill (PDP Bill)
healthcare data.
Establishes a framework for protecting
Australia Cybersecurity Act government and critical infrastructure from |2008
cyber-attacks.
New Focuses on information sharing and
Cybersecurity Act collaboration between government and 2008
Zealand ) . -~
industry to improve cyber resilience.
. Requires operators of essential services to
Network and Information| . .
France ) implement security measures and report cyber {2004
Security Act (LMSI) ?
incidents.
Comprehensive framework addressing cyber
. . risks, including critical infrastructure
Singapore Cybersecurity Act protection, data breach notification, and 2018
computer misuse offenses.
. . Sets out requirements for the protection of
Information Security Act| . -
Germany information technology systems operated by |[2016
(BSIG) e .
critical infrastructure providers.
Act on the Protection of |Aims to protect information assets important to
Japan . . . . 2016
Information Assets national security and public safety.

Table 4.7: Cybersecurity laws in various countries

Table 4.5 lists the numerous cybersecurity laws that have been passed by various countries,

including the US's HIPAA, the Indian government's Personal Data Protection Bill (which is
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now being considered but not yet passed), the German Information Security Act, the

Singapore Cybersecurity Act, and others.

The government of India has already taken a few steps, as indicated in tables 4.5 and table
1.2, but more has to be done to safeguard the health information system so that the
vulnerability to cyberattacks declines quickly. The cybersecurity environment for Indian

Healthcare systems is expected to drastically change as a result of the DISHA act.

4.8 Financial Commitment: Government Budget Allocation for Cybersecurity Measures
in India (2023)

The Ministry of Electronic and Information Technology of India (MEITY) was purportedly
given around six billion Indian rupees for the development of cybersecurity infrastructure

when the government of India's annual budget was unveiled in February 2023 (Figure 4.6).

8

6.25

Budget allocation in Billion Indian rupees

Total Cybersecurity projects Indian Computer
Emergency Response
Team (CERT-In)

Figure 4.8: Government budget allocation for cybersecurity in India
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The Indian Computer Emergency Response Team (CERT-In), the nation's preeminent
authority on cybersecurity regulation, was allocated more than two billion rupees of this

amount. (29)

Industry Leaders Strongly Support the Indian Government's Plan to Double Cybersecurity
Funding from Rs 400 Cr to Rs 750 Cr in the 2024 Interim Budget. India's cybersecurity scene
is about to take a big turn because of a decision the Indian government made that would be

reflected in the interim budget for 2024. (60)

53



https://www.statista.com/statistics/1428411/india-government-spending-on-cybersecurity/
https://cxotoday.com/specials/indian-government-doubles-cybersecurity-funding-from-rs-400-cr-to-rs-750-cr-in-2024-interim-budget-industry-leaders-strongly-advocate/#:~:text=7%3A22%20am-,Indian%20Government%20Doubles%20Cybersecurity%20Funding%20from%20Rs%20400%20Cr%20to,Budget%3A%20Industry%20Leaders%20Strongly%20Advocate&text=The%20landscape%20of%20cybersecurity%20in,decision%20by%20the%20Indian%20government.

SECTION 5




Case Study: AIIMS Ransomware Attack

Incident: On November 23rd, 2022, the All-India Institute of Medical Sciences (AIIMS)

Delhi fell victim to a ransomware attack. The attack corrupted their systems, forcing them to

switch to manual operations for over two weeks.

Background: AIIMS, renowned for its cutting-edge medical research and patient care,

houses a vast trove of sensitive medical records, including those of high-ranking officials and

VIPs. The institution's prominence made it a prime target for cybercriminals seeking to

exploit valuable data for financial gain.

Impact:

Cause:

Disruption of critical hospital services: Appointment booking, billing, and diagnostics
reporting were all unavailable.

Potential data breach: Sensitive data of 40 million patients (57), including VIPs and
political leaders, was compromised.

Loss of trust: The attack exposed vulnerabilities in AIIMS's cybersecurity measures.
Financial losses: The cost of restoring systems and potential legal ramifications are

unknown.

Improper network segmentation: The lack of proper network segmentation allowed
the attackers to gain access to critical systems (62).
Outdated systems: AIIMS servers lacked essential security updates, making them

susceptible to attack.
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Weak cybersecurity culture: The absence of staff training, security audits, and official
email usage practices contributed to the attack's success.

Response:

Emergency response: Teams from CERT-In and the National Informatics Centre
(NIC) worked to restore systems and investigate the attack.

Police investigation: The Delhi Police filed an FIR under the IT Act's cyber terrorism
section.

National response: The attack prompted the formulation of a National Cybersecurity

Response Framework (NCRF) to address vulnerabilities in critical infrastructure.

Lessons Learned:

Importance of network segmentation: Segmenting networks can limit the attacker's
reach within the system.

Regular updates: Maintaining updated systems with the latest security patches is
crucial to prevent attacks.

Strong cybersecurity culture: Investing in staff training, security audits, and secure
communication practices is essential.

Disaster recovery plan: Having a plan in place ensures a faster and more efficient

response to cyberattacks.

Open Issues:

Data breach confirmation: The extent of the data breach and whether any patient
information was leaked remain unclear.
Attackers' identity: The identity of the attackers and their motives are still under

investigation.
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o Effectiveness of NCRF: The effectiveness of the newly formulated National

Cybersecurity Response Framework remains to be seen.

This case study highlights the critical need for robust cybersecurity measures in healthcare
institutions. The AIIMS attack serves as a wake-up call for increased vigilance and proactive

measures to protect sensitive patient data and ensure the continuity of essential medical

services.

57




SECTION 6




DISCUSSION

The paper Vulnerabilities in the System: Unravelling the Root Causes of Cyberattacks on

Indian Healthcare provides information on the several kinds of cyberattacks that take place in

the nation as well as their underlying causes. It draws attention to the weaknesses in Indian

healthcare. In order to improve cyber security in this crucial industry, this discussion section

explores the issues in more detail and offers some possible solutions.

6.1 The increasing need for regulation of Al
It is anticipated that the Indian data security market would reach a valuation of USD 261

million by 2025, from its 2019 valuation of USD 99.55 million.(3)

It is a fact that by introducing machine learning algorithms, predictive modelling, and
sophisticated analytics, artificial intelligence (Al) improves healthcare systems. Large-scale
datasets can be analysed by these algorithms, which can reveal patterns in illness, treatment

results, and individualized healthcare advice (63).

However, the application of Al also adds more levels of complexity to the problems with data

security. Concerns regarding possible weaknesses in data security are raised by the frequent

information sharing between systems that occurs as Al algorithms learn and adapt. A carefu

legal framework is required to handle problems like algorithmic biases, unlawful access, and

data breaches (63).

The current state of Al has shown that, with certain precautions taken, it may undoubtedly
assist in resolving cyber security concerns. However, further regulation of Al is still

necessary. In a 2023 cybersecurity readiness poll, when asked about aspects that may suppo

rt
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the expansion and seamless operation of their enterprises, 46% of the CEOs and CISOs
surveyed throughout India cited the need for regulation of Al. The harmonization of cyber

and data protection regulations in their respective operational regions came next (15).

6.2 Global Best Practices in Cybersecurity

Growing consumption of technology and a lack of knowledge about cyber security could be

two major contributing factors to the nation’s rising rate of cybercrime (31).

The main procedures that adhere to the recommendations that are now implemented and
adopted in order to provide security can be categorized as follows (21):

o Data masking;

« Data confidentiality by encryption;

o Database Standards Compliance and Monitoring (DSCM);

o Datasets Classification and Assessment of User Rights Management

e Monitoring and Compliance with Database Standards

Electronic health records, or EHRs, are databases that contain PHI in electronic form and
necessitate the implementation of security protocols. Maintaining regular backups of the
datasets, encrypting data and storing it using strong encryption techniques, using antivirus
software, limiting access with strong passwords, implementing multi factor authentication,

patching operating systems on a regular basis, and securing the channel with secure socket

layer (SSL) to prevent security lapses for the dataset in motion or at rest are just a few of the

compliant security standards adopted globally(21).
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6.3 HIPAA Practices: A Model for Recommendations
Healthcare providers are required to comply with security laws, such as those mandated by
the Health Insurance Portability and Accountability Act (HIPAA) in US countries (12). The

major practices followed under HIPAA are shown in figure 6.3.

FOOTPRINTING I D
ENUMERATION I D
VULNERABILITY SCANS I D
COMPLIANCE WITH

SECURITY STANDARDS

SSL ANALYSIS I D
EVALUATION AND

REPORTING

Figure 6.3: Major practices under HIPAA(12)

The best security measures include firewalls, email security gateways, intrusion detection and
prevention systems (IDPS), privileged access management, data loss prevention systems
(DLP), single sign-on (SSO), mobile device management (MDM), encryption, patch and

vulnerability management, network monitoring tools, and zero trust solutions(12).

6.4 Countermeasures: Prevention Techniques for Cyber Attacks

Securing digital assets is the primary objective of cyber security. The following typical
methods for preventing cyberattacks can lower the danger to a system, as indicated in table
6.4, monitoring and recording intrusion prevention systems and firewalls, malware detectors,
password security and access control, encryption of disks, etc(4).
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Infrastructure Modernization: Healthcare institutions need to invest in modernizing
their IT infrastructure with a focus on robust security features. This includes
implementing firewalls, intrusion detection/prevention systems, and data encryption.
(Source: NDHM Blueprint Standards and Regulations)

Network Segmentation Strategy: Implementing a well-defined network
segmentation strategy is crucial. This involves dividing the network into smaller sub-
networks, each with its own security controls and limited access to other segments.
This can significantly hinder an attack's ability to spread laterally. (Source:
Cybersecurity best practices from National Institute of Standards and Technology
(NIST))

Comprehensive Security Awareness Training: Healthcare institutions must
prioritize ongoing cybersecurity training programs for all staff members. These
programs should educate them on cyber threats, social engineering tactics, data
security best practices, and proper use of technology. (Source: NDHM Blueprint -
Functional Principles - Educate and Empower)

Building a Strong Cybersecurity Culture: Leadership support is crucial for
fostering a culture of cyber awareness within the healthcare organization. This
involves integrating security considerations into daily operations, conducting regular
security audits and vulnerability assessments, and prioritizing timely security updates.
(Source: Healthcare Sector Cybersecurity Framework from Health Sector
Cybersecurity Coordination Working Group (HSCWG))

Strengthening the Legal Framework: The swift enactment and effective
implementation of the DISHA Act are critical steps towards a more robust legal
framework for cyber security in healthcare. This act should clearly define data

security responsibilities, outline incident reporting procedures, and establish
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appropriate penalties for cybercrimes targeting healthcare institutions. (Source:

Discussion on Proposed DISHA Act in the research report)

CYBER
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Denial of y: Network | networking Integrity, . '
. unavailable to . oo Auditing and
service . Security | components | Availability >
authorized Logging
from threats.
users.
Attacker
Inserts Protects
Cross malicious Web : Confidentiality, Malware
- . website from )
scripting code and Security Integrity Scanners.
. threats
exploits the
service user.
Gaining Protects .
access to . Firewalls,
: L . digital and :
. information in| Information . Integrity, Access control
Hacking . nondigital AT
an Security | . . Confidentiality | and password
. information .
unauthorized security
from threats.
manner.
Malware that Protects from
locks the | Operational : Integrity, Malware
Ransomware C o - various I
victim's Security . Availability Scanners
operations.
computer.
Sending
fraudulent Protects Firewalls,
Phishin emails that | Application | applications Integrity, Access control
g appear to be Security |from external| Confidentiality | and password
from trusted threats security
sources.
Criminal
enters a Protects
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gains from threats.
information.

Table 6.4: Cyber-attack prevention techniques (4)
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Listed above are some suggestions on various cyberattacks, cybersecurity domains,
objectives, and defence strategies. By using these strategies, one may ensure that their
information systems are safe from cybercrimes. In the case of healthcare information

systems, in particular, it should be required to take all necessary precautions to safeguard the

most valuable data ever.
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CONCLUSION

The research reveals that network segmentation is very important for reducing the effects of
cyber-attacks (figure 4.7). In most healthcare institutions, no proper network segmentation
exists resulting in a scenario where hacking one part can easily result in hacking of the entire
system. This “domino effect” thus gives attackers access to a wider range of sensitive data
and critical systems. The case of the AIIMS attack in 2023 demonstrates how improper

network segmentation enhances the consequences of a cyberattack.

Securing the network through proper segmentation

Network segmentations should be given priority by healthcare institutions, so as to isolate
sensitive data and critical systems. By creating small sub-networks within the network each
having its own security controls will attain this objective. The limited access and flow of
information between these segments can greatly impede lateral movement of a cyberattack
through the network. Nevertheless, while segmentation strategies must be customized to fit
each institution’s specific requirements, it is integral nevertheless to retain the principle of

keeping sensitive data separate.

Strengthening government laws and policies

Government initiatives play an important role in enhancing cyber security in critical sectors
such as health care. The National Cybersecurity Response Framework (NCRF) provides a
standardized approach for incident response; however, successful deployment within

healthcare institutions will determine its effectiveness.

The existing laws on cyber security in healthcare may need revision. While the Information

Technology Act (IT Act) provides a base, it may not be adequate for dealing with emerging
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cyber threats originating from the health care sector. DISHA (Digital Information Security in
Healthcare Act) has outlined legislation that could offer an improved framework on data
security and privacy within the health care system waiting for approval by the Parliament. It

is necessary to pass and implement this act as fast as possible.

Building a strong cybersecurity culture in India

Developing a strong cybersecurity culture is one of the key steps towards a safer healthcare
ecosystem. In order to achieve this, there must be ongoing training for healthcare
practitioners on cyber threats, efficient data protection practices and technology use. The
support from leaders should help in ranking cyber security first and integrating it into day-to-
day operations thus enhancing compliance programs within the organization. By conducting
regular phishing simulations and performing vulnerability assessments, these weaknesses can

be identified.

Overall, the findings of this study states that cyber security for Indian healthcare is not a one-
time solution but an ongoing process. A multi-faceted approach that involves increased
awareness among healthcare institutions; modernizing infrastructure; securing applications;
collaborating with stakeholders; and strengthening the legal framework is required here. By
prioritizing cyber security, healthcare institutions can protect sensitive patient data, ensure the

continuity of essential services, and build trust with patients in the digital age.
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