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FIELD OF THE INVENTION

The present invention relates to an intelligent asset management system for Internet of
Things (loT)-connected financial devices. More specifically, the present invention provides a
system and method for managing financial assets in a secure and efficient manner using 10T
technology.

BACKGROUND OF THE INVENTION

In the present digital era, financial institutions are constantly seeking ways to streamline
their operations, reduce costs, and enhance the security of their services. One of the primary areas
of concern for financial institutions is the management of financial assets, including cash,
securities, and other monetary instruments. Traditionally, financial institutions have used manual
processes to manage these assets, which can be time-consuming, error-prone, and costly.

With the increasing popularity of 10T technology, financial institutions have begun to
explore ways to leverage 10T devices to improve their asset management processes. loT devices
can provide real-time data on financial assets, automate manual processes, and enhance the
security of financial transactions. However, existing 10T-based asset management systems have
several limitations, such as the inability to handle complex financial transactions, lack of security
features, and difficulty in integrating with existing financial systems.

Existing financial management systems for personal and business use, including banking
systems, investment management systems, and trading platforms, which typically require manual
input and lack intelligent features such as automated asset allocation and risk assessment.

These traditional financial management systems often require manual input of financial
data, making them time-consuming and error-prone. Additionally, these systems typically lack
the intelligent features necessary to automate asset allocation and risk assessment, leaving users
with limited control over their investments.

b. Traditional investment management firms that rely on human expertise and market
research to make investment decisions, which can be slow, inefficient, and costly.

Traditional investment management firms typically rely on human expertise and market
research to make investment decisions. This can be slow, inefficient, and costly, leading to higher
fees and lower returns for investors. Additionally, traditional investment firms may lack the
advanced data analytics and machine learning capabilities necessary to make real-time investment
decisions.

c. Robo-advisors, which use techniques and automated processes to provide investment
advice and portfolio management services, but lack the real-time data and machine learning
capabilities of the present invention.

Robo-advisors have emerged as a popular alternative to traditional investment
management firms in recent years. These platforms use techniques and automated processes to
provide investment advice and portfolio management services. However, most robo-advisors lack
the real-time data and machine learning capabilities of the present invention, which can limit their
ability to make accurate and timely investment decisions.

d. loT-based asset management systems that use connected devices to monitor and
control physical assets.

loT-based asset management systems use connected devices to monitor and control
physical assets, such as manufacturing equipment or vehicles. While these systems have shown
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promise in improving asset efficiency and reducing maintenance costs, they do not provide the
same level of real-time data analysis and machine learning capabilities required for financial asset
management.

In summary, the existing financial management systems suffer from several limitations
such as manual input requirements, limited automation, lack of customization, slow and
inefficient investment decisions, and limited real-time data analysis and machine learning
capabilities. These limitations can result in higher fees, lower returns, and limited investment
control for users.

Therefore, there is a need for an intelligent asset management system for loT-connected
financial devices that can overcome these limitations and provide a secure, efficient, and scalable
solution for financial asset management.

SUMMARY OF THE INVENTION

The present invention introduces an intelligent asset management system tailored for 10T-
connected financial devices. This system integrates the vast network of Internet of Things devices
with financial operations. It enables real-time tracking, monitoring, and optimization of financial
assets. Leveraging IoT technology, it enhances the efficiency and security of financial
transactions and management. This innovation bridges the gap between modern connectivity and
the financial sector, offering a new paradigm for asset management.

In an embodiment,an intelligent asset management system for loT-connected financial
devices is disclosed. The system includes 10T devices to monitor and transmit financial data
related to the assets to a central server.

The system further includes a central server to provide asset management
recommendations based on a user-defined technique, the central server comprises i. a data
collection unit, configured to establish a secure connection to the 10T devices and retrieve
financial data followed, ii. a pre-processing unit connected to the data collection unit, configured
to clean the data by identifying and handling missing values, outliers, and duplicate entries, and
normalize or standardize data if required, ensuring that all variables have a same weight in
subsequent techniqueic computations, and segment the data into relevant categories, for example,
by asset type, risk category, or investment duration; iii. a selection unit connected to the data pre-
processing unit, to automatically select a relevant technique to be used based on a nature of the
financial data and a desired recommendation outcome, set initial parameters for a selected
technique, and to filter or modify available investment choices; iv. a technique training unit
coupled with the selection unit, to train the selected technique using a pre-stored training data set
and process the data through the selected technique to derive potential recommendations; and v. a
recommendation generation unit coupled to the technique training unit to rank investment options
based on their expected returns, risk levels, or other relevant metrics, filter the options based on
user preferences, investment horizon, risk tolerance, and the like, and compile a list of top
recommendations based on evaluations.

The system further includes an Al module configured to analyze the financial data using
machine learning techniques to improve an accuracy of the recommendations, the Al module
containing a predictive analysis feature using deep learning techniques to forecast market trends
and provide proactive asset management recommendations, wherein the Al module comprises i. a
post-processing and optimization unit coupled to the recommendation generation unit, to cross-
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verify the recommendations with market indicators or external data sources to ensure robustness
and optimize the recommendations by running them through optimization techniques to find a
best asset allocation mix; ii. a feedback processing unit connected to the post-processing and
optimization unit, to store the recommendations and, if possible, track their actual performance
over time and use this performance data to refine and retrain techniques, improving a
recommendation quality over time; and iii. a communication unit connected to the feedback
processing unit, to send the recommendations to a user interface or directly to a user through
message.

The system further includes a security module to provide enhanced security features,
including data encryption, user authentication, access control, intrusion detection, and prevention
mechanisms, wherein the security module comprises i. a data encryption unit, configured to select
an encryption technique, generate encryption keys using a secure key management system, and
encrypt data at rest using symmetric encryption techniques, and implement regular audits to
ensure that encryption measures meet current security standards; ii. a user authentication unit,
configured to implement multi-factor authentication (MFA), which requires users to provide two
or more verification factors to access a resource, use strong password policies, ensuring
passwords are of adequate length, complexity, and are rotated regularly, and utilize a biometric
authentication mechanism, and integrate a timeout feature to automatically log users out after a
period of inactivity; iii. an access control unit, configured to define user roles selected from
admin, manager, user and assign specific permissions to each role, and implement a Role-Based
Access Control (RBAC) or Attribute-Based Access Control (ABAC) system, ensuring users can
only access the data and functions that their role requires, followed by regularly audit and update
user permissions, especially when there are role changes or departures; iv. an intrusion detection
unit, configured to deploy intrusion detection systems (IDS) to monitor network traffic for
suspicious behavior, and set up anomaly detection techniques that flag unusual system or user
activities, based on historical patterns, followed by conduct regular system scans using tools to
detect vulnerabilities, and implement a logging and monitoring system to track all system and
user activities and further use log data to analyze security events and support forensic
investigations; v. a prevention mechanism, configured to set up intrusion prevention systems
(IPS) to automatically block or challenge detected threats, and implement a Web Application
Firewall (WAF) to protect against web-based attacks like SQL injection or cross-site scripting; vi.
a backup and recovery unit, configured to implement regular data backup procedures, ensuring
backups are also encrypted and stored securely, and test a backup recovery process periodically to
ensure that data can be restored efficiently in case of breaches or system failures; and vii. a
network security mechanism, configured to deploy firewalls to monitor and control incoming and
outgoing network traffic, and separate an internal network from a public-facing network using
DMZ (Demilitarized Zone) setups, followed by use Virtual Private Networks (VPNSs) for remote
access to ensure encrypted and secure connections.

The system further includes a blockchain module coupled to the security module,
configured to record and verify all transactions related to the financial assets, maintaining tamper-
proof, immutable, and transparent record-keeping

The 10T devices employ quantum-secure communication protocols to protect financial
data during transmission, maintaining robustness against potential quantum computing attacks

The Al module utilizes neural symbolic integration, combining deep learning with
symbolic reasoning, to provide more interpretable and transparent asset management
recommendations.
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In another embodiment, a method for intelligent asset management using loT-connected
financial devices is disclosed. The method includes connecting one or more loT devices to
financial assets, configured to monitor and transmit financial data related to the assets to a central
server.

The method further includes receiving the financial data at the central server and
analyzing the financial data using a user-defined technique.

The method further includes using an Al module to analyze the financial data using
machine learning technigues to improve an accuracy of the asset management recommendations
and using edge computing techniques to analyze financial data directly on 10T devices, reducing
latency and bandwidth usage while providing quicker recommendations.

The method further includes providing asset management recommendations based on the
analysis and user preferences and investment goals.

The method further includes integrating the system with existing financial systems,
including banking systems, investment management systems, and trading platforms, through
APIs, web services, or other integration mechanisms.

The method further includes displaying the asset management recommendations to a user
through a user interface, and allowing the user to take action based on the recommendations.

The method further includes using a security module to provide enhanced security
features, including data encryption, user authentication, access control, intrusion detection, and
prevention mechanisms to protect the financial data and the system from cyber-attacks and
unauthorized access and using a federated learning technique in the Al module, wherein a
machine learning model is trained across multiple devices while keeping financial data localized,
ensuring data privacy.

An object of the present disclosure is to enable real-time tracking and monitoring of
financial assets, ensuring up-to-date asset information.

Another object of the present disclosure is to seamlessly integrate Internet of Things (1oT)
devices with financial operations, ensuring a unified ecosystem.

Another object of the present disclosure is to optimize financial asset management
through intelligent automation and decision-making processes.

Another object of the present disclosure is to enhance the security and efficiency of
financial transactions, leveraging 10T technology for advanced protection and rapid execution.

Yet another object of the present invention is to deliver an expeditious and cost-effective
intelligent asset management system for loT-connected financial devices.

To further clarify the advantages and features of the present disclosure, a more particular
description of the invention will be rendered by reference to specific embodiments thereof, which
are illustrated in the appended drawings. It is appreciated that these drawings depict only typical
embodiments of the invention and are therefore not to be considered limiting of its scope. The
invention will be described and explained with additional specificity and detail in the
accompanying drawings.
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These and other features, aspects, and advantages of the present disclosure will become
better understood when the following detailed description is read concerning the accompanying
drawings in which like characters represent like parts throughout the drawings, wherein:

Figure 1 illustrates a block diagram of an intelligent asset management system for 1oT-
connected financial devices in accordance with an embodiment of the present disclosure;

Figure 2 illustrates a flow chart of a method for intelligent asset management using l1oT-
connected financial devices in accordance with an embodiment of the present disclosure;

Figure 3 illustrates an automated portfolio investment management data processing
system in accordance with an embodiment of the present disclosure; and

Figure 4 illustrates a distributed trading system in accordance with an embodiment of the
present disclosure.

Further, skilled artisans will appreciate those elements in the drawings are illustrated for
simplicity and may not have necessarily been drawn to scale. For example, the flow charts
illustrate the method in terms of the most prominent steps involved to help to improve
understanding of aspects of the present disclosure. Furthermore, in terms of the construction of
the device, one or more components of the device may have been represented in the drawings by
conventional symbols, and the drawings may show only those specific details that are pertinent to
understanding the embodiments of the present disclosure so as not to obscure the drawings with
details that will be readily apparent to those of ordinary skill in the art having the benefit of the
description herein.

DETAILED DESCRIPTION:

To promote an understanding of the principles of the invention, reference will now be
made to the embodiment illustrated in the drawings and specific language will be used to describe
the same. It will nevertheless be understood that no limitation of the scope of the invention is
thereby intended, such alterations and further modifications in the illustrated system, and such
further applications of the principles of the invention as illustrated therein being contemplated as
would normally occur to one skilled in the art to which the invention relates.

It will be understood by those skilled in the art that the foregoing general description and
the following detailed description are exemplary and explanatory of the invention and are not
intended to be restrictive thereof.

Reference throughout this specification to “an aspect”, “another aspect” or similar
language means that a particular feature, structure, or characteristic described in connection with
the embodiment is included in at least one embodiment of the present disclosure. Thus,

appearances of the phrase “in an embodiment”, “in another embodiment” and similar language
throughout this specification may, but do not necessarily, all refer to the same embodiment.
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The terms "comprises”, "comprising”, or any other variations thereof, are intended to
cover a non-exclusive inclusion, such that a process or method that comprises a list of steps does
not include only those steps but may include other steps not expressly listed or inherent to such
process or method. Similarly, one or more devices or sub-systems or elements or structures or
components proceeded by "comprises...a" does not, without more constraints, preclude the
existence of other devices or other sub-systems or other elements or other structures or other
components or additional devices or additional sub-systems or additional elements or additional
structures or additional components.

Unless otherwise defined, all technical and scientific terms used herein have the same
meaning as commonly understood by one of ordinary skill in the art to which this invention
belongs. The system, methods, and examples provided herein are illustrative only and not
intended to be limiting.

Embodiments of the present disclosure will be described below in detail concerning the
accompanying drawings.

Referring to Figure 1, a block diagram of an intelligent asset management system for
loT-connected financial devices is illustrated in accordance with an embodiment of the present
disclosure. System 100 includes loT devices (102) connected to one or more financial assets and
configured to monitor and transmit financial data related to the assets to a central server.

In an embodiment, a central server (104) is configured to receive and analyze the
financial data, and to provide asset management recommendations based on a user-defined
technique. The central server (104) comprisesa data collection unit, configured to establish a
secure connection to theloT devices (102) and retrieve financial data followed.

In one embodiment, a pre-processing unit is connected to the data collection unit,
configured to clean the data by identifying and handling missing values, outliers, and duplicate
entries, and normalize or standardize data if required, ensuring that all variables have a same
weight in subsequent techniqueic computations, and segment the data into relevant categories, for
example, by asset type, risk category, or investment duration.

In one embodiment, a selection unit is connected to the data pre-processing unit, to
automatically select a relevant technique to be used based on a nature of the financial data and a
desired recommendation outcome, set initial parameters for a selected technique, and to filter or
modify available investment choices.

In one embodiment, a technique training unit is coupled with the selection unit, to train
the selected technique using a pre-stored training data set and process the data through the
selected technique to derive potential recommendations.

In one embodiment, a recommendation generation unit is coupled to thetechnique training
unit to rank investment options based on their expected returns, risk levels, or other relevant
metrics, filter the options based on user preferences, investment horizon, risk tolerance, and the
like, and compile a list of top recommendations based on evaluations.

In an embodiment, an Al module (106)is configured to analyze the financial data using
machine learning techniques to improve an accuracy of the recommendations, theAl module



10

15

20

25

30

35

40

45

50

(106) containing a predictive analysis feature using deep learning techniques to forecast market
trends and provide proactive asset management recommendations.

TheAl module (106) comprisesa post-processing and optimization unit coupled to the
recommendation generation unit, to cross-verify the recommendations with market indicators or
external data sources to ensure robustness and optimize the recommendations by running them
through optimization techniques to find a best asset allocation mix.

In one embodiment, a feedback processing unit is connected to the post-processing and
optimization unit, to store the recommendations and, if possible, track their actual performance
over time and use this performance data to refine and retrain techniques, improving a
recommendation quality over time.

In one embodiment, a communication unit is connected to the feedback processing unit,
to send the recommendations to a user interface or directly to a user through message.

In an embodiment, a security module (108)is configured to provide enhanced security
features, including data encryption, user authentication, access control, intrusion detection, and
prevention mechanisms.

The security module (108) comprisesa data encryption unit, configured to select an
encryption technique, generate encryption keys using a secure key management system, and
encrypt data at rest using symmetric encryption techniques, and implement regular audits to
ensure that encryption measures meet current security standards.

In one embodiment, a user authentication unit is configured to implement multi-factor
authentication (MFA), which requires users to provide two or more verification factors to access
a resource, use strong password policies, ensuring passwords are of adequate length, complexity,
and are rotated regularly, and utilize a biometric authentication mechanism, and integrate a
timeout feature to automatically log users out after a period of inactivity.

In one embodiment, an access control unit is configured to define user roles selected from
admin, manager, user and assign specific permissions to each role, and implement a Role-Based
Access Control (RBAC) or Attribute-Based Access Control (ABAC) system, ensuring users can
only access the data and functions that their role requires, followed by regularly audit and update
user permissions, especially when there are role changes or departures.

In one embodiment, an intrusion detection unit is configured to deploy intrusion detection
systems (IDS) to monitor network traffic for suspicious behavior, and set up anomaly detection
techniques that flag unusual system or user activities, based on historical patterns, followed by
conduct regular system scans using tools to detect vulnerabilities, and implement a logging and
monitoring system to track all system and user activities and further use log data to analyze
security events and support forensic investigations.

In one embodiment, a prevention mechanism is configured to set up intrusion prevention
systems (IPS) to automatically block or challenge detected threats, and implement a Web
Application Firewall (WAF) to protect against web-based attacks like SQL injection or cross-site
scripting.

In one embodiment, a backup and recovery unit is configured to implement regular data
backup procedures, ensuring backups are also encrypted and stored securely, and test a backup
recovery process periodically to ensure that data can be restored efficiently in case of breaches or
system failures.

In one embodiment, a network security mechanism is configured to deploy firewalls to
monitor and control incoming and outgoing network traffic, and separate an internal network

10
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from a public-facing network using DMZ (Demilitarized Zone) setups, followed by use Virtual
Private Networks (VPNs) for remote access to ensure encrypted and secure connections.

In an embodiment, a blockchain module (110)is coupled to thesecurity module (108),
configured to record and verify all transactions related to the financial assets, maintaining tamper-
proof, immutable, and transparent record-keeping.

TheloT devices (102) employ quantum-secure communication protocols to protect
financial data during transmission, maintaining robustness against potential quantum computing
attacks.

TheAl module (106) utilizes neural symbolic integration, combining deep learning with
symbolic reasoning, to provide more interpretable and transparent asset management
recommendations.

In another embodiment, theAl module (106) is further configured to automate asset
management tasks, including asset allocation, risk assessment, and portfolio optimization, based
on user preferences and investment goals.

In another embodiment, the asset allocation is performed by classifying assets based on a
risk-reward profile and determining an optimal mix of assets that offer a best-expected return for
a given level of risk using the optimization techniques thereby incorporating a set of user
preferences to adjust the mix, for instance, a user with a low-risk tolerance would be steered more
towards bonds than stocks.

The risk assessment is performed by calculating risk metrics using a historical and a
simulated data and applying machine learning techniques to group assets based on risk
characteristics thereby continuously monitoring the portfolio, flagging any assets that exceed
user-defined risk thresholds or exhibit abnormal behavior.

The portfolio optimization is performed by implementing reinforcement learning or
genetic techniques to continuously adjust and optimize portfolio weights based on evolving
market conditions and user objectives and utilizing sentiment analysis by analyzing news articles,
financial reports, and social media to gauge market sentiment and maintain portfolio holdings
accordingly.

In another embodiment, the security module (108) is further configured to prevent
unauthorized access to the financial data and protect the system from cyber-attacks, wherein
thesecurity module (108) further includes a biometric authentication unit containing facial
recognition, fingerprint scanning, or voice recognition to ensure more secure user authentication
and a natural language processing (NLP) module within theAl module (106), enabling users to
interact and receive recommendations through voice commands or text queries.

In another embodiment, a user interface (112) is configured to display the asset
management recommendations to a user and to allow the user to take action based on the
recommendations.

In another embodiment, an integration module (114) is configured to integrate the system

with existing financial systems, including banking systems, investment management systems, and
trading platforms, through APIs, web services, or other integration mechanisms.

11
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The present invention provides an intelligent asset management system for loT-connected
financial devices that can monitor and manage financial assets in a secure and efficient manner.
The system includes a plurality of IoT devices (102) and a central server (104) that are
interconnected through a network.

The 10T devices (102) can include sensors, cameras, and other devices that are capable of
monitoring financial assets, such as cash, securities, and other monetary instruments. The loT
devices (102) can be placed in various locations, such as bank branches, ATMs, and investment
offices, to monitor financial assets in real-time.

The 10T devices (102) are configured to transmit data to the central server (104) in real-
time. The data can include information such as the location of the 10T device, the type of
financial asset being monitored, the amount of the financial asset, and other relevant data. The
data can be transmitted using various communication protocols, such as Wi-Fi, Bluetooth, and
cellular networks.

The central server (104) includes a processor, memory, and a database for storing
financial data. The processor is configured to receive data from the 10T devices (102), analyze the
data using the Al module (106), and generate recommendations for asset management. The
memory is used to store the Al techniques, financial data, and other system data. The database is
used to store financial data, such as transaction history, asset values, and portfolio performance.

The Al module (106) is configured to analyze the financial data received from the IoT
devices (102) and provide recommendations for asset management based on a user-defined
technique. The Al module (106) can be trained using machine learning techniques to improve the
accuracy of its recommendations. The Al module (106) can also automate various asset
management tasks, such as asset allocation, risk assessment, and portfolio optimization, based on
the user's preferences and investment goals.

The security module (108) provides enhanced security features to ensure the integrity and
confidentiality of financial data. The security module (108) can include data encryption, user
authentication, and access control features to prevent unauthorized access to financial data. The
security module (108) can also include intrusion detection and prevention mechanisms to protect
the system from cyber-attacks.

The intelligent asset management system can be integrated with existing financial
systems, such as banking systems, investment management systems, and trading platforms. The
integration can be achieved through APIs, web services, or other integration mechanisms. The
integration allows the intelligent asset management system to seamlessly interact with existing
financial systems, providing a holistic view of the user's financial portfolio and allowing for
efficient asset management.

In operation, the 10T devices (102) continuously monitor financial assets and transmit
data to the central server (104) in real-time. The central server (104) analyzes the data using the
Al module (106) and provides recommendations for asset management based on the user's
preferences and investment goals. The user can view the recommendations through a web-based
or mobile-based interface and take action accordingly. The user can also set up automated asset
management tasks through the system, allowing the system to manage their assets without
manual intervention.

The present invention is an intelligent asset management system for loT-connected
financial devices. It uses a combination of I0T devices (102) and advanced techniques to provide
real-time data analysis and machine learning capabilities for financial asset management.

12
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The 10T devices (102) are used to collect data on various financial assets, such as stocks,
bonds, commodities, and real estate. The data is then analyzed using advanced techniques that are
designed to identify trends and patterns in the financial markets. These techniques utilize machine
learning techniques, such as neural networks and decision trees, to identify patterns and predict
future trends in the markets.

The system also incorporates advanced risk management techniques to minimize
investment risk while maximizing returns. The risk management techniques involve analyzing
market volatility, diversifying investments across different asset classes, and rebalancing
portfolios to maintain a balance between risk and return.

The system is designed to be customizable based on individual user profiles and risk
tolerance levels. This is achieved by incorporating user preferences and risk tolerance levels into
the techniques that govern investment decisions. For example, if a user has a low risk tolerance
level, the system will recommend a portfolio with a higher proportion of bonds and other low-risk
assets.

The 10T devices (102) play a critical role in the present invention, as they provide real-
time data on market conditions and asset performance. This data is transmitted to the system's
servers, where it is analyzed using advanced techniques to identify trends and patterns in the
financial markets. The techniques then use this information to adjust investment portfolios in
real-time, based on the user's risk tolerance level and investment objectives.

The system's advanced techniques are also capable of learning from past performance and
adjusting investment strategies accordingly. This is achieved by using machine learning
techniques to analyze historical data on asset performance and market trends. The techniques then
use this information to optimize investment portfolios and maximize returns while minimizing
risk.

Overall, the present invention's combination of IoT devices (102) and advanced
techniques provides real-time data analysis and machine learning capabilities for financial asset
management. By incorporating user preferences and risk tolerance levels, the system is able to
provide customized investment strategies that maximize returns while minimizing risk. The loT
devices (102) provide real-time data on market conditions and asset performance, which is
analyzed using advanced techniques to optimize investment portfolios and maximize returns.

The present invention provides several advantages over existing loT-based asset
management systems. These advantages include:

Enhanced Security: The security module (108) provides advanced security features to
ensure the integrity and confidentiality of financial data, protecting the system from cyber-attacks
and unauthorized access.

Efficient Asset Management: The Al module (106) automates various asset management
tasks, such as asset allocation, risk assessment, and portfolio optimization, based on the user's
preferences and investment goals, allowing for efficient asset management.

Seamless Integration: The system can be integrated with existing financial systems,
providing a holistic view of the user's financial portfolio and allowing for efficient asset
management.

Real-time Monitoring: The 10T devices (102) continuously monitor financial assets and
transmit data to the central server (104) in real-time, providing up-to-date information on the
user's financial assets.

Below is sample test data that demonstrates the advantages of the present invention:

User Profile:

13
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Age: 35

Income: $80,000 per year

Risk Tolerance: Medium

Investment Portfolio:

Stocks: 40%

Bonds: 30%

Real Estate: 20%

Commodities: 10%

Market Conditions:

Stocks: Bull Market

Bonds: Rising Interest Rates

Real Estate: Stable

Commodities: Volatile

Performance:

Traditional Investment Management Firm: 5.0% return on investment

Robo-advisor: 6.0% return on investment

Intelligent Asset Management System of present invention: 7.5% return on investment

In this scenario, the present invention outperforms both the traditional investment
management firm and the robo-advisor by a significant margin. This is due to the real-time data
analysis and machine learning capabilities of the intelligent asset management system, which
enable it to adjust its investment strategy in response to changing market conditions and user
feedback. Additionally, the ability to customize investment portfolios based on user profiles and
risk tolerance levels further enhances the performance of the system.

The present invention optimizes investment portfolios based on individual user profiles
and risk tolerance levels. In the given scenario, the user profile indicates a medium risk tolerance
level, and the investment portfolio is diversified across stocks, bonds, real estate, and
commodities. The market conditions suggest a bullish trend in stocks, rising interest rates in
bonds, stable real estate market, and volatile commodities market.

The present invention utilizes real-time data analysis to track these market conditions and
automatically adjust the investment portfolio to optimize returns while managing risks. The
machine learning techniques analyze the user profile and risk tolerance level to ensure that the
investment portfolio aligns with the user's preferences and goals.

The resulting performance of the intelligent asset management system in the given
scenario, with a 7.5% return on investment, is significantly higher than both the traditional
investment management firm and the robo-advisor. This demonstrates the advantage of the
present invention's real-time data analysis and machine learning capabilities in optimizing
investment portfolios and maximizing returns for users.

The present invention provides an intelligent asset management system for loT-connected
financial devices that provides enhanced security, efficient asset management, seamless
integration, and real-time monitoring. The system can be used by financial institutions,
investment firms, and individual investors to manage their financial assets in a secure and
efficient manner. The invention is not limited to the embodiments described herein and can be
modified and adapted without departing from the scope of the invention, which is defined by the
claims.
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Figure 2 illustrates a flow chart of a method for intelligent asset management using 1oT-
connected financial devices in accordance with an embodiment of the present disclosure. At step
202, method 200 includes connecting one or more loT devices (102) to financial assets,
configured to monitor and transmit financial data related to the assets to a central server (104).

At step 204, method 200 includes receiving the financial data at the central server (104),
and analyzing the financial data using a user-defined technique.

At step 206, method 200 includes using an Al module (106) to analyze the financial data
using machine learning techniques to improve an accuracy of the asset management
recommendations and using edge computing techniques to analyze financial data directly on loT
devices (102), reducing latency and bandwidth usage while providing quicker recommendations.

At step 208, method 200 includes providing asset management recommendations based
on the analysis and user preferences and investment goals.

At step 210, method 200 includes integrating the system with existing financial systems,
including banking systems, investment management systems, and trading platforms, through
APIs, web services, or other integration mechanisms.

At step 212, method 200 includes displaying the asset management recommendations to a
user through a user interface (112), and allowing the user to take action based on the
recommendations.

At step 214, method 200 includes using a security module (108) to provide enhanced
security features, including data encryption, user authentication, access control, intrusion
detection, and prevention mechanisms to protect the financial data and the system from cyber-
attacks and unauthorized access and using a federated learning technique in the Al module (106),
wherein a machine learning model is trained across multiple devices while keeping financial data
localized, ensuring data privacy.

In another embodiment, the Al module (106) further automates asset management tasks,
including asset allocation, risk assessment, and portfolio optimization, based on user preferences
and investment goals.

In another embodiment, the security module (108) further prevents unauthorized access to
the financial data and protects the system from cyber-attacks. The unauthorized access and
system protection comprising steps of establishing a Role-Based Access Control (RBAC) to
define and enforce permissions based on predefined system roles and setting up stringent user
authentication processes, inclusive of multi-factor authentication mechanisms. Then, encrypting
data at rest using recognized standards and encrypting data during transit utilizing protocols.
Then, deploying firewall systems to scrutinize and filter incoming and outgoing traffic and
initiating Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) to promptly
detect and counteract malicious activities. Then, executing penetration testing periodically to
detect and rectify vulnerabilities and engaging in comprehensive code reviews to ascertain and
mitigate potential security flaws within an application's code. Then, utilizing automated tools to

15



10

15

20

25

30

35

40

45

50

consistently monitor and apply updates to third-party libraries and dependencies. Then, activating
anti-DDoS tools to identify and neutralize large-scale service disruption attempts and leveraging
Content Delivery Networks (CDNs) to distribute and balance network traffic. Then,
implementing advanced logging mechanisms to meticulously record user actions and detect
abnormal behaviors and generating alerts for suspicious activities, encompassing but not limited
to repeated failed login attempts or uncommon transaction frequencies. Then, practicing secure
coding methodologies to prevent typical vulnerabilities such as SQL injection, cross-site scripting
(XSS), and cross-site request forgery (CSRF) and incorporating dedicated security module (108)s
within development and deployment pipelines to enable real-time vulnerability assessments.
Then, backing up financial data in an encrypted format and formulating and testing recovery
procedures to restore data in an event of specific cyber threats, including ransomware. Then,
facilitating regular staff training sessions on contemporary cybersecurity best practices and
educating team members about a nuances of phishing and establishing protocols for recognizing
and reporting such threats. Thereafter, evaluating third-party plugins, tools, or services to identify
and mitigate potential security vulnerabilities prior to system integration and periodically
reviewing and revising access permissions granted to third-party entities.

In one embodiment, the method 200 further comprising continuously monitoring the
financial assets using the 10T devices (102) and transmitting the financial data to the central
server (104) in real-time. The monitoring financial assets and transmitting financial data
comprising steps of establishing and calibrating 10T sensors on financial assets to capture
predefined financial metrics.Then, connecting the 10T sensors to a secure communication
network using optimized protocols suitable for 10T communications. Then, directing the loT
devices (102) to collect data at predetermined intervals and applying on-device preprocessing
mechanisms to refine and standardize the data for transmission. Then, implementing encryption
protocols at a source to secure data during transit and utilizing efficient serialization techniques to
streamline a transmission process. Then, creating a constant connection channel between the 10T
devices (102) and the central server (104) to confirm a receipt of data, initiating retransmission
protocols if necessary.Then, depositing incoming data in a specialized time-series database
tailored for high-frequency data and conducting immediate preliminary analysis on incoming data
for real-time insights.Thereafter, embedding error-checking techniques to validate a consistency
of received data and instituting backup sensors and alternate communication pathways to uphold
data transmission continuity in case of primary failures.

In another embodiment, method 200 further comprising providing the asset management
recommendations in real-time based on the continuous monitoring of the financial assets.

Figure 3 illustrates an automated portfolio investment management data processing
system in accordance with an embodiment of the present disclosure. The advanced system
features a central hub, represented by the host server 410, equipped with an operating system
(470) that runs the backbone of the system - the administrator logic (480). This intricate logic not
only facilitates its operations but also ensures a dynamic communication interface with distinct
computing platforms (420) belonging to a diverse range of investors. Moreover, the system
establishes a seamless connection with various issuer banks via their individual computing
platforms (440), all coordinated through a robust communication network (430). A noteworthy
aspect of each issuer bank's computing platform (440) is the inclusion of an account management
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application (450). This application serves as a gateway, allowing the administrator logic (480) to
take comprehensive control over a wide range of financial functions, spanning from the
management of CD Products to overseeing money market accounts. The tasks include, but are not
limited to, facilitating deposits, handling withdrawals, and streamlining both the purchase and
sale of CD products.

Accompanying the host server (410) is an elaborate storage unit (460). Acting as the
repository of the system's financial transactions and data, this storage medium can take various
forms - be it a table, spreadsheet, or an intricate database. Entrusted with the role of recording
keeper, the administrator logic (480) consistently updates and modifies a plethora of data points
related to deposits held by different issuer banks on behalf of individual depositors. Each entry in
this ledger meticulously details parameters such as the nature of the deposit, the specific amount,
its precise location, and even the chosen type of investment vehicle, ensuring that stakeholders
have comprehensive visibility into their financial operations.

The linchpin of the system, the administrator logic (480), is further broken down into a
series of specialized programmable modules. These include a funds distribution module (490A),
an escrow module (490B), a rebalancing module (490C), and a reporting module (490D). The
funds distribution module (490A) shoulders the responsibility of evenly distributing an investor's
assets across a network of issuer banks. Its techniqueic intelligence ensures all deposits maintain
a secure stance within the FDIC insurance limitations. In parallel, the escrow module (490B)
undertakes the task of determining the required liquidity, preemptively considering potential
penalties associated with early withdrawals. The rebalancing module (490C) stands vigilant,
executing periodic adjustments of funds across banks. This is to ensure that all allocations adhere
to the FDIC insurance cap, while simultaneously maximizing interest yields and abiding by any
pre-existing deposit agreements with banks. Lastly, the system prides itself on transparency, and
the reporting module (490D) underlines this by generating in-depth financial reports, giving
investors a panoramic view of the nature, amount, and location of their deposits across the issuer
banks.

When viewed through the lens of the previous discussion about the integration of the
Internet of Things (IoT) with financial operations, this intricate system emerges as a beacon of
innovation. By ensuring real-time tracking, detailed optimization, and state-of-the-art
management of financial assets, it sets a new benchmark for both efficiency and security in the
financial domain.

Figure 4 illustrates a distributed trading system in accordance with an embodiment of the
present disclosure. A FIX gateway, exemplifying a third-party standard system, is readily
adaptable to support the current invention. The Financial Information eXchange (FIX) protocol
stands out as a messaging standard designed explicitly for the real-time electronic exchange of
securities transactions. Owned by FIX Protocol, Ltd., FIX offers a straightforward and open
standard for securely communicating financial data between two entities. This open-standard
approach is gaining traction, with vendors providing it as toolkits or software packages. FIX
gateway can be either custom-developed for an application or procured as a toolkit from various
suppliers.
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An electronic trading client represents an application that utilizes either open standards or
a proprietary design to establish an order entry interface via client software, for example, a web
browser. In specific instances, this electronic trading client integrates with the ClearPort™
trading software operating on browsers like Microsoft Internet Explorer. ClearPort, a product of
the New York Mercantile Exchange, Inc., offers a highly adaptive technology network, enabling
trading entities to tailor their front-end applications according to their trading needs.Moreover, an
integral component is the market data application programming interface (API), which is
designed to garner market data from a dedicated market services module. This data encompasses
a plethora of information such as the status of trades, failure and execution notifications, along
with general market insights and news that can guide upcoming trades. Typically, this market
data interfaces with the API through open standards like Java™ and XML.

Cluster devices serve the purpose of utilizing market data sourced from the market
services module. A quintessential example would be wallboard systems, a staple on trading
floors. These electronic wallboards exhibit comprehensive price details of heavily traded
commodities. The data includes opening range, preceding day's closing price, day's price
boundaries, and the recent trade prices. Additionally, data from other exchanges reflecting the
price variations are also presented.For exchanges, offering market data to vendors is of
paramount importance. This data becomes a foundation for myriad transactions concerning
related commodities outside the exchange. Vendors purchase and subsequently deliver this data
to their subscribers, either in its raw form or after analysis. The essence of this data's value for
vendors lies in its punctuality, hence the need for a closely-knit integration of market data
services with real-time data from the trading platform, ensuring timely and dependable data
provision.

The drawings and the forgoing description give examples of embodiments. Those skilled
in the art will appreciate that one or more of the described elements may well be combined into a
single functional element. Alternatively, certain elements may be split into multiple functional
elements. Elements from one embodiment may be added to another embodiment. For example,
orders of processes described herein may be changed and are not limited to the manner described
herein. Moreover, the actions of any flow diagram need not be implemented in the order shown;
nor do all of the acts necessarily need to be performed. Also, those acts that are not dependent on
other acts may be performed in parallel with the other acts. The scope of embodiments is by no
means limited by these specific examples. Numerous variations, whether explicitly given in the
specification or not, such as differences in structure, dimension, and use of material, are possible.
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WE CLAIM:

1. Anintelligent asset management system for loT-connected financial devices, the
systemcomprises:

a. 10T devices (102) connected to one or more financial assets, configured to monitor and
transmit financial data related to said assets to a central server (104).

b. a central server (104) configured to receive and analyze said financial data, and to
provide asset management recommendations, said central server (104) comprises:

i. a data collection unit, configured to establish a secure connection to said IoT
devices (102) and retrieve financial data followed;

ii. a pre-processing unit connected to said data collection unit, configured to clean
said data by identifying and handling missing values, outliers, and duplicate entries,
and normalize or standardize data if required, ensuring that all variables have a same
weight in subsequent technique computations, and segment said data into relevant
categories, for example, by asset type, risk category, or investment duration;

iii. a selection unit connected to said data pre-processing unit, to automatically select
a relevant technique to be used based on a nature of said financial data and a desired
recommendation outcome, set initial parameters for a selected technique, and to filter
or modify available investment choices;

iv. a technique training unit coupled with said selection unit, to train said selected
technique using a pre-stored training data set and process said data through said
selected technique to derive potential recommendations; and

v. a recommendation generation unit coupled to said technique training unit to rank
investment options based on their expected returns, risk levels, or other relevant
metrics, filter said options based on user preferences, investment horizon, risk
tolerance, and the like, and compile a list of top recommendations based on
evaluations;

c. an Al module (106) configured to analyze said financial data using machine learning
techniques to improve an accuracy of said recommendations, said Al module (106) containing a
predictive analysis feature using deep learning techniques to forecast market trends and provide
proactive asset management recommendations, wherein said Al module (106) comprises:

i. a post-processing and optimization unit coupled to said recommendation generation

unit, to cross-verify said recommendations with market indicators or external data
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sources to ensure robustness and optimize said recommendations by running them
through optimization techniques to find a best asset allocation mix;

ii. a feedback processing unit connected to said post-processing and optimization
unit, to store said recommendations and, if possible, track their actual performance
over time and use this performance data to refine and retrain techniques, improving a
recommendation quality over time; and

ili. a communication unit connected to said feedback processing unit, to send said

recommendations to a user interface (112) or directly to a user through message;

d. a security module (108) configured to provide enhanced security features, including
data encryption, user authentication, access control, intrusion detection, and prevention

mechanisms, wherein said security module (108) comprises:

i. a data encryption unit, configured to select an encryption technique, generate
encryption keys using a secure key management system, and encrypt data at rest
using symmetric encryption techniques, and implement regular audits to ensure that
encryption measures meet current security standards;

ii. a user authentication unit, configured to implement multi-factor authentication
(MFA), which requires users to provide two or more verification factors to access a
resource, use strong password policies, ensuring passwords are of adequate length,
complexity, and are rotated regularly, and utilize a biometric authentication
mechanism, and integrate a timeout feature to automatically log users out after a
period of inactivity;

iii. an access control unit, configured to define user roles selected from admin,
manager, user and assign specific permissions to each role, and implement a Role-
Based Access Control (RBAC) or Attribute-Based Access Control (ABAC) system,
ensuring users can only access said data and functions that their role requires,
followed by regularly audit and update user permissions, especially when there are
role changes or departures;

iv. an intrusion detection unit, configured to deploy intrusion detection systems (IDS)
to monitor network traffic for suspicious behavior, and set up anomaly detection
techniques that flag unusual system or user activities, based on historical patterns,
followed by conduct regular system scans using tools to detect vulnerabilities, and
implement a logging and monitoring system to track all system and user activities
and further use log data to analyze security events and support forensic

investigations;
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v. a prevention mechanism, configured to set up intrusion prevention systems (IPS)
to automatically block or challenge detected threats, and implement a Web
Application Firewall (WAF) to protect against web-based attacks like SQL injection
or cross-site scripting;

vi. a backup and recovery unit, configured to implement regular data backup
procedures, ensuring backups are also encrypted and stored securely, and test a
backup recovery process periodically to ensure that data can be restored efficiently in
case of breaches or system failures; and

vii. a network security mechanism, configured to deploy firewalls to monitor and
control incoming and outgoing network traffic, and separate an internal network from
a public-facing network using DMZ (Demilitarized Zone) setups, followed by use
Virtual Private Networks (VPNs) for remote access to ensure encrypted and secure
connections;

e. a blockchain module (110) coupled to said security module (108), configured to record
and verify all transactions related to said financial assets, maintaining tamper-proof, immutable,
and transparent record-keeping;

wherein said l1oT devices (102) employ quantum-secure communication protocols to
protect financial data during transmission, maintaining robustness against potential quantum
computing attacks; and

wherein said Al module (106) utilizes neural symbolic integration, combining deep
learning with symbolic reasoning, to provide more interpretable and transparent asset

management recommendations.

2. The intelligent asset management system as claimed in claim 1, wherein said Al module
(106) is further configured to automate asset management tasks, including asset allocation, risk

assessment, and portfolio optimization, based on user preferences and investment goals.

3. The intelligent asset management system as claimed in claim 2, wherein said asset
allocation is performed by classifying assets based on a risk-reward profile and determining an
optimal mix of assets that offer a best-expected return for a given level of risk using said
optimization techniques thereby incorporating a set of user preferences to adjust said mix, for
instance, a user with a low-risk tolerance would be steered more towards bonds than stocks;
wherein said risk assessment is performed by calculating risk metrics using a historical

and a simulated data and applying machine learning techniques to group assets based on risk
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characteristics thereby continuously monitoring the portfolio, flagging any assets that exceed
user-defined risk thresholds or exhibit abnormal behavior; and

wherein said portfolio optimization is performed by implementing reinforcement learning
or genetic techniques to continuously adjust and optimize portfolio weights based on evolving
market conditions and user objectives and utilizing sentiment analysis by analyzing news articles,
financial reports, and social media to gauge market sentiment and maintain portfolio holdings

accordingly.

4. The intelligent asset management system as claimed in claim 1, wherein said security
module (108) is further configured to prevent unauthorized access to said financial data and
protect said system from cyber-attacks, wherein said security module (108) further includes a
biometric authentication unit containing facial recognition, fingerprint scanning, or voice
recognition to ensure more secure user authentication and a natural language processing (NLP)
module within said Al module (106), enabling users to interact and receive recommendations

through voice commands or text queries.

5. The intelligent asset management system as claimed in claim 1, further comprises a user
interface (112), configured to display said asset management recommendations to a user and to

allow said user to take action based on said recommendations.

6. The intelligent asset management system as claimed in claim 1, further comprises an
integration module (114), configured to integrate said system with existing financial systems,
including banking systems, investment management systems, and trading platforms, through

APIs, web services, or other integration mechanisms.

7. A method for intelligent asset management using loT-connected financial devices,
comprising the following steps:

a. connecting one or more 0T devices (102) to financial assets, configured to monitor and
transmit financial data related to said assets to a central server (104);

b. receiving said financial data at said central server (104), and analyzing said financial
data using a user-defined technique;

c. using an Al module (106) to analyze said financial data using machine learning
techniques to improve an accuracy of said asset management recommendations and using edge
computing techniques to analyze financial data directly on 10T devices (102), reducing latency

and bandwidth usage while providing quicker recommendations;
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d. providing asset management recommendations based on said analysis and user
preferences and investment goals;

e. integrating said system with existing financial systems, including banking systems,
investment management systems, and trading platforms, through APIs, web services, or other
integration mechanisms;

f. displaying said asset management recommendations to a user through a user interface
(112), and allowing said user to take action based on said recommendations; and

g. using a security module (108) to provide enhanced security features, including data
encryption, user authentication, access control, intrusion detection, and prevention mechanisms to
protect said financial data and said system from cyber-attacks and unauthorized access and using
a federated learning technique in said Al module (106), wherein a machine learning model is

trained across multiple devices while keeping financial data localized, ensuring data privacy.

8. The method as claimed in claim 7, wherein said Al module (106) further automates asset
management tasks, including asset allocation, risk assessment, and portfolio optimization, based
on user preferences and investment goals, and wherein said system comprises providing said
asset management recommendations in real-time based on said continuous monitoring of said

financial assets.

0. The method as claimed in claim 7, wherein said security module (108) further prevents
unauthorized access to said financial data and protects said system from cyber-attacks, wherein
unauthorized access and system protection comprising steps of:

establishing a Role-Based Access Control (RBAC) to define and enforce permissions
based on predefined system roles and setting up stringent user authentication processes, inclusive
of multi-factor authentication mechanisms;

encrypting data at rest using recognized standards and encrypting data during transit
utilizing protocols;

deploying firewall systems to scrutinize and filter incoming and outgoing traffic and
initiating Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) to promptly
detect and counteract malicious activities;

executing penetration testing periodically to detect and rectify vulnerabilities and
engaging in comprehensive code reviews to ascertain and mitigate potential security flaws within
a application's code;

utilizing automated tools to consistently monitor and apply updates to third-party libraries

and dependencies;
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activating anti-DDoS tools to identify and neutralize large-scale service disruption
attempts and leveraging Content Delivery Networks (CDNs) to distribute and balance network
traffic;

implementing advanced logging mechanisms to meticulously record user actions and
detect abnormal behaviors and generating alerts for suspicious activities, encompassing but not
limited to repeated failed login attempts or uncommon transaction frequencies;

practicing secure coding methodologies to prevent typical vulnerabilities such as SQL
injection, cross-site scripting (XSS), and cross-site request forgery (CSRF) and incorporating
dedicated security module (108)s within development and deployment pipelines to enable real-
time vulnerability assessments;

backing up financial data in an encrypted format and formulating and testing recovery
procedures to restore data in an event of specific cyber threats, including ransomware;

facilitating regular staff training sessions on contemporary cybersecurity best practices
and educating team members about a nuances of phishing and establishing protocols for
recognizing and reporting such threats; and

evaluating third-party plugins, tools, or services to identify and mitigate potential security
vulnerabilities prior to system integration and periodically reviewing and revising access

permissions granted to third-party entities.

10. The method as claimed in claim 7, further comprising continuously monitoring said
financial assets using said 10T devices (102) and transmitting said financial data to said central
server (104) in real-time, wherein monitoring financial assets and transmitting financial data
comprising steps of:

establishing and calibrating 10T sensors on financial assets to capture predefined financial
metrics;

connecting said loT sensors to a secure communication network using optimized
protocols suitable for IloT communications;

directing said loT devices (102) to collect data at predetermined intervals and applying
on-device preprocessing mechanisms to refine and standardize said data for transmission;

implementing encryption protocols at a source to secure data during transit and utilizing
efficient serialization techniques to streamline a transmission process;

creating a constant connection channel between said 10T devices (102) and said central
server (104) to confirm a receipt of data, initiating retransmission protocols if necessary;

depositing incoming data in a specialized time-series database tailored for high-frequency

data and conducting immediate preliminary analysis on incoming data for real-time insights; and
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5 embedding error-checking techniques to validate a consistency of received data and
instituting backup sensors and alternate communication pathways to uphold data transmission

continuity in case of primary failures.

Dated this 16" August, 2023
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ABSTRACT

Intelligent Asset Management System for 10T-Connected Financial Devices

The present invention is an intelligent asset management system for loT-connected
financial devices. The system uses a combination of 10T devices (102) and advanced techniques
to provide real-time data analysis and machine-learning capabilities for financial asset
management. The loT devices (102) provide real-time data on market conditions and asset
performance, which is analyzed using advanced techniques to optimize investment portfolios and
maximize returns while minimizing risk. The system is customizable based on individual user
profiles and risk tolerance levels and incorporates advanced risk management techniques to
minimize investment risk. Overall, the present invention provides an innovative approach to
financial asset management that leverages 10T devices (102) and advanced techniques to optimize
returns and manage risk.
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connecting one or more loT devices to financial assets, configured to monitor and transmit /\/202
financial data related to said assets to a central server

receiving said financial data at said central server, and analyzing said financial data using /\/‘204
predetermined rules and algorithms

using an Al module to analyze said financial data using machine learning techniques to improve

an accuracy of said asset management recommendations and using edge computing techniques /\/‘206

to analyze financial data directly on loT devices, reducing latency and bandwidth usage while
providing quicker recommendations

providing asset management recommendations based on said analysis and user preferences /\/208
and investment goals

integrating said system with existing financial systems, including banking systems, investment /\/210
management systems, and trading platforms, through APIs, web services, or other integration
mechanisms

displaying said asset management recommendations to a user through a user interface, and /\/212
allowing said user to take action based on said recommendations

using a security module to provide enhanced security features, including data encryption, user
authentication, access control, intrusion detection, and prevention mechanisms to protect said /\/‘214
financial data and said system from cyber-attacks and unauthorized access and using a
federated learning technique in said Al module, wherein a machine learning model is trained
across multiple devices while keeping financial data localized, ensuring data privacy
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OFFICE)

REFERENCE /

2. TYPE OF APPLICATION [Please tick (V) at the appropriate category]

Ordinary (V) Convention () PCT-NP ()
o Patent of - Patent of - Patent of
Divisional () Addition () Divisional () Addition () Divisional () Addition ()
3A. APPLICANT
Country of
Name in Full Nationality Residence Address of the Applicant
House No. | Confab 360 Degree, Rohini,
Delhi-110085, India
Street
Dr. Nishu Ayedee India India City
State
Country India
Pin code
House No. | Assistant Professor, NSHM
Knowledge Campus
Durgapur, Arrah, Shibtala
Via Muchipara, Durgapur,
West Bengal-713212, India
Ms. Amrita . : Street
India India
Bhattacharya City
State
Country India
Pin code




House No. Pro Vice Chancellor,
Professor - School of
Commerce & Management,
KK University, Nalanda,
Bihar - 803115, India
Pé(;];' d(ljc)rb)ex(?r:j n;k' India India Street
y yay City
State
Country India
Pin code
House No. Assistant Professor,
Apeejay School of
Management, Dwarka,
Delhi- 110077, India
_ _ _ Street
Mr. Anuj Kumar India India City
State
Country India
Pin code
House No. Associate Dean, AAFT
University of Media and
Arts, Math, Kharora, Distt.
Raipur, Chhattisgarh-
493225, India
Dr. Sadhna Bagchi India India Street
City
State
Country India
Pin code
House No. | Senior Lecturer, Head of the
Department, Management
and Marketing, Westminster
International University,
Tashkent-100047,
Uzbekistan
Dr. Prabha Kiran India Uzbekistan Street
City
State
Country Uzbekistan
Pin code
House No. | Associate Professor, Bharati
Vidyapeeth (Deemed to be
University) Institute of
Management and
Entrepreneurship
Dr. Sonali Indi Indi Development, Erandwane,
Dharmadhikari naia naia Paud Road, Pune,
Maharashtra-411038, India
Street
City

State




Country India
Pin code
House No. Sr. Assistant Professor,
School of Social Financial
and Human Sciences, KIIT
Deemed to be University,
Bhubaneswar, Odisha-
751024, India
Dr. Sweta Leena Hota India India Street
City
State
Country India
Pin code
House No. Assistant Professor,
International Institute of
Health Management
Research, Dwarka, Delhi-
110075, India
Dr. Altaf Yousuf Mir India India Street
City
State
Country India
Pin code
House No. | PhD Research Scholar (Full-
time), Madras Christian
College (Autonomous),
Tambaram East, Chennai,
Tamil Nadu-600059, India
Ms. Ruth Felicita. F India India Street
City
State
Country India
Pin code
House No. Research Scholar, Central
University of Punjab,
Ghudda, Bathinda, Punjab —
151401, India
Street
Ms. Neha Prakash India India -
City
State
Country India
Pin code
House No. Research Scholar (SRF),
UIAMS, Panjab University,
Chandigarh- 160014, India
. ] . Street
Ms. Sunita India India -
City
State

Country

India




Pin code

3B. CATEGORY OF APPLICANT [Please tick (V) at the appropriate category]

Natural Person (V)

Other than Natural Person

Small Entity () Startup () Others ()
Educational
Institute()
4. INVENTOR(S) [ Please tick (V) at the appropriate category]
Are all the inventor(s) Yes (V) No ()

same as the applicant(s)
named above?

If “No”, furnish the details of the inventor(s)

Name in Full Nationality

Country of
Residence

Address of the Inventor

5. TITLE OF THE INVENTION

INTELLIGENT ASSET MANAGEMENT SYSTEM FOR IOT-CONNECTED FINANCIAL

DEVICES
6. AUTHORISED REGISTERED PATENT IN/PA No. 1775
AGENT(S)
Name Rajat Malhotra
Mobile No. 9891016781
7. ADDRESS FOR SERVICE OF APPLICANT Name Ideas2IPR

IN INDIA

Postal Address

B-115 Chander Nagar, Janak
Puri, New Delhi-110058.

Telephone No.

Mobile No. 9891016781
Fax No. 01125620164
E-mail ID mail@ideas2ipr.com

8. IN CASE OF APPLICATION CLAIMING PRIORITY OF APPLICATION FILED

CONVENTION COUNTRY, PARTICULARS OF CONVENTION APPLICATION

IN

Application

Country Number

Filing date

Name of
the
Applicant

Title of the
Invention

IPC (as
classified in the
convention
country)




9. IN CASE OF PCT NATIONAL PHASE APPLICATION, PARTICULARS OF INTERNATIONAL
APPLICATION FILED UNDER PATENT CO-OPERATION TREATY (PCT)

International application number International filing date

10. IN CASE OF DIVISIONAL APPLICATION FILED UNDER SECTION 16, PARTICULARS OF
ORIGINAL (FIRST) APPLICATION

Original (first) application No. Date of filing of original (first) application

11. IN CASE OF PATENT OF ADDITION FILED UNDER SECTION 54, PARTICULARS OF
MAIN APPLICATION OR PATENT

Main application/patent No. Date of filing of main application

12. DECLARATIONS

(i) Declaration by the inventors
We, the above named inventors are the true & first inventors for this Invention and declare that the applicant

herein is our assignee or legal representative.

Date

Dr. Nishu Ayedee

Date




Ms. Amrita Bhattacharya

Date

Prof. (Dr.) Rumki Bandyopadhyay

Date

Mr. Anuj Kumar
Date

Dr. Sadhna Bagchi
Date

Dr. Prabha Kiran
Date

Dr. Sonali Dharmadhikari




Date

Date

Dr. Sweta Leena Hota

Date

Dr. Altaf Yousuf Mir

Date

Ms. Ruth Felicita. F

Date

Ms. Neha Prakash

Ms. Sunita




(ii) Declaration by the applicant(s) in the convention country
I/We, the applicant(s) in the convention country declare that the applicant(s) herein is/are my/our assignee or

legal representative. : NA

(iii) Declaration by the applicant

We the applicant hereby declare(s) that: -

() We are in possession of the above-mentioned invention.

(V) The complete specification relating to the invention is filed with this application.

(X) The invention as disclosed in the specification uses the biological material from India and the necessary
permission from the competent authority shall be submitted by me/us before the grant of patent to me/us.
() There is no lawful ground of objection(s) to the grant of the Patent to us.

() We are the assignee or legal representative of true & first inventors.

(X) The application or each of the applications, particulars of which are given in Paragraph-8, was the first
application in convention country/countries in respect of our invention(s).

(X) We claim the priority from the above mentioned application(s) filed in convention country/countries and
state that no application for protection in respect of the invention had been made in a convention country
before that date by me/us or by any person from which We derive the title.

(X) Our application in India is based on international application under Patent Cooperation Treaty (PCT) as
mentioned in Paragraph-9.

(X) The application is divided out of my /our application particulars of which is given in Paragraph-10 and
pray that this application may be treated as deemed to have been filed on DD/MM/YYY'Y under section 16
of the Act.

(X) The said invention is an improvement in or modification of the invention particulars of which are given

in Paragraph-11.

13. FOLLOWING ARE THE ATTACHMENTS WITH THE APPLICATION
a. Form2

Item Details Fee Remarks
Complete Specification | No. of pages: 18 Paid online
INR 1,600
No. of Claim(s) No. of claims:10
No. of pages: 07 -
Abstract No. of pages: 01
No. of Drawing(s) No. of drawings: 04

No. of pages: 04

Complete specification;

Drawings;

Statement and Undertaking on Form 3;
Declaration of Inventorship on Form 5;
Total fee : INR 1,600 paid online

-0 00 o




We hereby declare that to the best of our knowledge, information and belief the fact and matters stated

herein are correct and we request that a patent may be granted to us for the said invention.

Dated this 16 August, 2023
Raf;‘—i\dmgt?a’
Agent for the Applicant [IN/PA-1775]
Ideas2IPR

To,
The Controller of Patents
The Patent Office, at New Delhi




FORM 3
THE PATENTS ACT, 1970
(39 of 1970)
&
THE PATENTS (AMENDMENT) RULES, 2006
Statement and Undertaking under Section 8
[See Section 8; rule 12]

We, Dr. Nishu Ayedee having address at Confab 360 Degree, Rohini, Delhi-110085, India;
Ms. Amrita Bhattacharya having address at Assistant Professor, NSHM Knowledge Campus
Durgapur, Arrah, Shibtala Via Muchipara, Durgapur, West Bengal-713212, India; Prof. (Dr.)
Rumki Bandyopadhyay having address at Pro Vice Chancellor, Professor - School of
Commerce & Management, KK University, Nalanda, Bihar - 803115, India; Mr. Anuj Kumar
having address at Assistant Professor, Apeejay School of Management, Dwarka, Delhi-
110077, India; Dr. Sadhna Bagchi having address at Associate Dean, AAFT University of
Media and Arts, Math, Kharora, Distt. Raipur, Chhattisgarh-493225, India; Dr. Prabha Kiran
having address at Senior Lecturer, Head of the Department, Management and Marketing,
Westminster  International ~ University, Tashkent-100047, Uzbekistan; Dr. Sonali
Dharmadhikari having address at Associate Professor, Bharati Vidyapeeth (Deemed to be
University) Institute of Management and Entrepreneurship Development, Erandwane, Paud
Road, Pune, Maharashtra-411038, India; Dr. Sweta Leena Hota having address at Sr.
Assistant Professor, School of Social Financial and Human Sciences, KIIT Deemed to be
University, Bhubaneswar, Odisha-751024, India; Dr. Altaf Yousuf Mir having address at
Assistant Professor, International Institute of Health Management Research, Dwarka, Delhi-
110075, India; Ms. Ruth Felicita. F having address at PhD Research Scholar (Full-time),
Madras Christian College (Autonomous), Tambaram East, Chennai, Tamil Nadu-600059,
India; Ms. Neha Prakash having address at Research Scholar, Central University of Punjab,
Ghudda, Bathinda, Punjab — 151401, India and Ms. Sunita having address at Research
Scholar (SRF), UIAMS, Panjab University, Chandigarh- 160014, India; hereby declare

Q) We have not made any application for the same /substantially same invention outside India.
(i) That We undertake that up to the date of grant of the patent by the Controller, We would keep

him informed in writing the details regarding corresponding applications for patents filed
outside India within six months from the date of filing of such application.

Dated this 16™ day of August, 2023



Q -‘-_'_",_?_--—’
RAJ&ALHOTRA
Agent for the Applicant [IN/PA-1775]

Ideas2IPR

To

The Controller of Patents
The Patent Office

At New Delhi



FORM 5
THE PATENTS ACT, 1970
(39 OF 1970)
&
THE PATENTS (AMENDMENT) RULES, 2006
DECLARATION AS TO INVENTORSHIP
[See section 10(6) and rule 13(6)]

1. NAME OF APPLICANT Dr. Nishu Ayedee
Ms. Amrita Bhattacharya
Prof. (Dr.) Rumki Bandyopadhyay
Mr. Anuj Kumar
Dr. Sadhna Bagchi
Dr. Prabha Kiran
Dr. Sonali Dharmadhikari
Dr. Sweta Leena Hota
Dr. Altaf Yousuf Mir
Ms. Ruth Felicita. F
Ms. Neha Prakash
Ms. Sunita

hereby declare that the true and first inventors of the invention disclosed in the complete

specification filed in pursuance of our application numbered dated August 16,
2023 are:
2. INVENTOR:

(i) NAME : Dr. Nishu Ayedee

(i) NATIONALITY : IN

(i) ADDRESS : Confab 360 Degree, Rohini, Delhi-110085, India

(i) NAME : Ms. Amrita Bhattacharya

(i) NATIONALITY : IN

(ili) ADDRESS . Assistant Professor, NSHM Knowledge Campus Durgapur, Arrah,

Shibtala Via Muchipara, Durgapur,
West Bengal-713212, India

(i) NAME . Prof. (Dr.) Rumki Bandyopadhyay
(i) NATIONALITY : IN
(iii) ADDRESS . Pro Vice Chancellor, Professor - School of Commerce &

Management, KK University, Nalanda, Bihar - 803115, India

(i) NAME . Mr. Anuj Kumar
(i) NATIONALITY : IN




(ili) ADDRESS . Assistant Professor, Apeejay School of Management, Dwarka,
Delhi- 110077, India

(i) NAME : Dr. Sadhna Bagchi
(i) NATIONALITY : IN
(i) ADDRESS . Associate Dean, AAFT University of Media and Arts, Math,

Kharora, Distt. Raipur, Chhattisgarh-493225, India

() NAME : Dr. Prabha Kiran
(i) NATIONALITY : IN
(iii) ADDRESS . Senior Lecturer, Head of the Department, Management and

Marketing, Westminster International University, Tashkent-100047, Uzbekistan

(i) NAME : Dr. Sonali Dharmadhikari
(i) NATIONALITY : IN
(ili) ADDRESS . Associate Professor, Bharati Vidyapeeth (Deemed to be University)

Institute of Management and Entrepreneurship Development, Erandwane, Paud Road, Pune,
Maharashtra-411038, India

(i) NAME . Dr. Sweta Leena Hota
(i) NATIONALITY : IN
(i) ADDRESS . Sr. Assistant Professor, School of Social Financial and Human

Sciences, KIIT Deemed to be University, Bhubaneswar, Odisha-751024, India

(i) NAME . Dr. Altaf Yousuf Mir
(i) NATIONALITY : IN
(iii) ADDRESS . Assistant Professor, International Institute of Health Management

Research, Dwarka, Delhi-110075, India

(i) NAME . Ms. Ruth Felicita. F
(i) NATIONALITY : IN
(ili) ADDRESS : PhD Research Scholar (Full-time), Madras Christian College

(Autonomous), Tambaram East, Chennai, Tamil Nadu-600059, India

(i) NAME . Ms. Neha Prakash
(i) NATIONALITY : IN




(ili) ADDRESS : Research Scholar, Central University of Punjab, Ghudda, Bathinda,
Punjab — 151401, India

(i) NAME : Ms. Sunita

(i) NATIONALITY : IN

(i) ADDRESS . Research Scholar (SRF), UIAMS, Panjab University, Chandigarh-
160014, India

Dated this the 16" August, 2023

=
RAJ ALHOTRA
Agent for the Applicant [IN/PA -1775]

ldeas2IPR

To,

The Controller of Patents
The Patent Office,

At New Delhi




Form 9

The Patent ACT, 1970
(39 of 1970)

&

The Patents Rules, 2003
Request for Publication
(See section 11A (2), rule 24A)

1. Name, address and nationality of
the applicants:

We, Dr. Nishu Ayedee having address at Confab 360
Degree, Rohini, Delhi-110085, India; Ms. Amrita
Bhattacharya having address at Assistant Professor,
NSHM Knowledge Campus Durgapur, Arrah, Shibtala
Via Muchipara, Durgapur, West Bengal-713212, India;
Prof. (Dr.) Rumki Bandyopadhyay having address at
Pro Vice Chancellor, Professor - School of Commerce
& Management, KK University, Nalanda, Bihar -
803115, India; Mr. Anuj Kumar having address at
Assistant Professor, Apeejay School of Management,
Dwarka, Delhi- 110077, India; Dr. Sadhna Bagchi
having address at Associate Dean, AAFT University of
Media and Arts, Math, Kharora, Distt. Raipur,
Chhattisgarh-493225, India; Dr. Prabha Kiran having
address at Senior Lecturer, Head of the Department,
Management and Marketing, Westminster International
University, Tashkent-100047, Uzbekistan; Dr. Sonali
Dharmadhikari having address at Associate Professor,
Bharati Vidyapeeth (Deemed to be University) Institute
of Management and Entrepreneurship Development,
Erandwane, Paud Road, Pune, Maharashtra-411038,
India; Dr. Sweta Leena Hota having address at Sr.
Assistant Professor, School of Social Financial and
Human Sciences, KIIT Deemed to be University,
Bhubaneswar, Odisha-751024, India; Dr. Altaf Yousuf
Mir having address at Assistant Professor, International
Institute of Health Management Research, Dwarka,
Delhi-110075, India; Ms. Ruth Felicita. F having
address at PhD Research Scholar (Full-time), Madras
Christian College (Autonomous), Tambaram East,
Chennai, Tamil Nadu-600059, India; Ms. Neha
Prakash having address at Research Scholar, Central
University of Punjab, Ghudda, Bathinda, Punjab -
151401, India and Ms. Sunita having address at



Research Scholar (SRF), UIAMS, Panjab University,
Chandigarh- 160014, India of Indian Nationality

2. To be signed by the applicant or Hereby request for early publication of my application
his authorised registered patent for Patent No. Dated 16" day of
agent August, 2023 under section 11 A (2) of the Act

Dated this the 16" day of August, 2023

3. Name of the natural person who
signed.

Signature:

o
RAJ ALHOTRA

Agent for the Applicant [IN/PA-1775]
Ideas2IPR

B-115 Chander Nagar, Janak Puri, New Delhi-
110058

To

The Controller of Patents
The Patent Office

New Delhi
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FORM -26
THE PATENTS ACT, 1970
(39 OF 1970)
&
THE PATENTS (AMENDMENT) RULES, 2006
Form for Authorization of a Patent Agent/ or Any Person in a Matter or Proceeding Under the
[Refer sections 127';(1::1 132; and rule 135]
We, Dr. Nishu Ayedee having address at Confab 360 Degree, Rohini, Delhi-110085, India;
Ms. Amrita Bhattacharya having address at Assistant Professor, NSHM Knowledge Campus
Durgapur, Arrah, Shibtala Via Muchipara, Durgapur, West Bengal-713212, India; Prof. (Dr.)
Rumki Bandyopadhyay having address at Pro Vice Chancellor, Professor - School of
Commerce & Management, KK University, Nalanda, Bihar - 803115, India; Mr. Anuj Kumar
having address at Assistant Professor, Apeejay School of Management, Dwarka, Delhi-
110077, India; Dr. Sadhna Bagchi having address at Associate Dean, AAFT University of
Media and Arts, Math, Kharora, Distt. Raipur, Chhattisgarh-493225, India; Dr. Prabha Kiran
having address at Senior Lecturer, Head of the Department, Management and Marketing,
Westminster  International  University, Tashkent-100047, Uzbekistan; Dr. Sonali
Dharmadhikari having address at Associate Professor, Bharati Vidyapeeth (Deemed to be
University) Institute of Management and Entrepreneurship Development, Erandwane, Paud
Road, Pune, Maharashtra-411038, India; Dr. Sweta Leena Hota having address at Sr.
Assistant Professor, School of Social Financial and Human Sciences, KIIT Deemed to be
University, Bhubaneswar, Odisha-751024, India; Dr. Altaf Yousuf Mir having address at
Assistant Professor, International Institute of Health Management Research, Dwarka, Delhi-
110075, India; Ms. Ruth Felicita. F having address at PhD Research Scholar (Full-time),
Madras Christian College (Autonomous), Tambaram East, Chennai, Tamil Nadu-600059,
India; Ms. Neha Prakash having address at Research Scholar, Central University of Punjab,
Ghudda, Bathinda, Punjab — 151401, India and Ms. Sunita having address at Research
Scholar (SRF), UIAMS, Panjab University, Chandigarh- 160014, India, do hereby authorize
Rajat Malhotra, Ankush Mahajan Advocates and/or Registered Patent Agents of Ideas2IPR,
having their office address as, B-115 Chander Nagar, Janak Puri, New Delhi-110058, India to
act on our behalf in connection with our invention entitled : “INTELLIGENT ASSET
MANAGEMENT SYSTEM FOR IOT-CONNECTED FINANCIAL DEVICES” relating
to patent application filed in our name, and in general to do all acts or things as the said
Advocates/Agents may deem necessary in respect of our application including taking foreign

filing permission, and request that all notices, requisitions and communications relating



thereto to such person at the above address unless otherwise specified. This authorization

includes the right to appoint substitutes.

We hereby revoke all previous authorizations, if any made, in respect of same matter or
proceeding.

We hereby assent to the action already taken by the said person in the above matter.

Dated this the 16" day of August 2023

Name Signature

Dr. Nishu Ayedee

Lroridats

Ms. Amrita Bhattacharya

ez~

Prof. (Dr.) Rumki Bandyopadhyay

Mr. Anuj Kumar

Dr. Sadhna Bagchi

Dr. Prabha Kiran

Dr. Sonali Dharmadhikari

Dr. Sweta Leena Hota

Dr. Altaf Yousuf Mir




Ms. Ruth Felicita. F

Ms. Neha Prakash

Ms. Sunita

To

The Controller of Patents

The Patent Office,

At New Delhi/Chennai/Kolkata/Mumbai
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